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Abstract—In this paper, we investigate a policy based approach
for managing socially appropriate interaction behaviours in
Internet of Things (IoT) Collectives, i.e., a collection of IoT
devices. In particular, we consider scenarios in an aged care home
environment. We have designed a policy management framework
with three different types of rules - Authorisation, Obligation
and Prohibition rules for smart internet-connected devices in an
aged care centre where smart robots follow consensus-seeking
processes while monitoring the elderly people. We consider the
management of socially appropriate interaction behaviours in
IoT devices based on a policy management framework and
demonstrate its applicability with the system we prototyped called
KATE.

Index Terms—Policy, Policy management framework, socially
appropriate behaviours, IoT Collectives, aged care centre

I. INTRODUCTION

Internet of things (IoT) refers to a collection of tech-
nologies involving Internet-connected smart things, such as
robots, smart cameras, sensors, etc. Interactions between a
human and an object create a smart application experience
in smart environments, but such smart objects need to be-
have ethically/appropriately while interacting with humans.
In this context, we focus on a policy-based approach for
managing socially appropriate interaction behaviours in IoT
collectives, adopting a deontological approach, as a practical
implementable approach. It is important to have rules applied
on IoT devices during human-device interaction; therefore, we
have designed three different types of rules to be applied on
smart internet-connected IoT devices for managing the ethical
actions (appropriate behaviours) appropriately in an aged
care centre. Different smart devices might interpret ethical
behaviours (in the form of a rule) differently, such as a smart
camera can be “privacy-respecting” by not capturing private
information including financial cards, identity cards etc, even
when being instructed to do so. Similarly, a smart vacuum
cleaner can “be polite” by using phrases such as “Hello” or
“Excuse me” while cleaning different rooms, if the rule it is
given is to “be polite”. IoT devices have to be ethical during
their actions as it is important to stay within the comfort zones
of persons.

In this paper, we aim to design and use a policy-based
approach for managing socially appropriate (and to an extent,

ethical) interaction behaviours in smart robots in an aged
care centre. Our policy management framework has autho-
risation, obligation and prohibition rules to be applied on IoT
collectives where smart robots must follow obligation rules
which are designed based on ethical actions. For example,
we developed a system which we named KATE based on
a scenario where a smart Internet-connected robot is placed
in an aged care centre and it has to monitor the seniors.
While monitoring the seniors, it is compulsory for the smart
robot to trigger consensus-seeking processes when it interacts
with seniors, for example, seeking approval before monitoring
any senior, be polite while roaming around, or keeping the
seniors informed of each action (so as not to startle or cause
discomfort). If smart devices behave ethically, as appropriate,
the usage of IoT can be increased in health care centres
potentially.

Given that smart devices could potentially be used in future
aged-care centres, it would be crucial that they take appro-
priate actions while interacting with the seniors - motivating
the need for socially appropriate interaction behaviours in
multiuser - multidevice interactions in IoT collectives. To
realize consensus-seeking processes on smart devices, we have
designed a system with actuator and mediator applications
separating the concerns of taking action from parties that
initiate or request these actions.

The rest of this paper is organised as follows. §2 provides
the background of our work and reviews related work on
socially appropriate interaction behaviours in smart devices.
§3 presents our system architecture with policy management
framework for IoT collectives. §4 presents the modelling
of socially appropriate interaction behaviours in the KATE
system, including its concept and system implementation. §5
concludes and discuss future work.

II. BACKGROUND AND RELATED WORK

Elderly people in aged care centres can feel lonely and
depressed which are of serious concern and due to which many
of the countries are developing a new aged-care model where
smart internet-connected devices can utilise to help seniors
in living a healthy lifestyle [1]. There are different studies
carried out on using particular smart devices especially robots
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to assist elderly people, e.g., [2], [3], [4]. It is also essential to
maintain ethical actions in smart devices when they are used in
an aged care home because some seniors may not be always
comfortable in interacting with smart devices especially the
robots [5]. In this context, elderly people need a wide range
of communicating medium which interacts with them ethically
and allows them to interact with their family and friends
appropriately and they able to live a quality life.

There are various studies focusing on human-IoT inter-
action but not on interaction behaviours, especially socially
appropriate interaction behaviour. Niemeld et.al [6] conducted
a series of three different trials to determine how using a
telepresence robot influences the seniors, family members and
care workers at a residential care facility. The telepresence
robots were installed at the facility to allow seniors to talk
with their family members over a video call. Based on the
outcomes of each trial, there were ethical issues that should
be considered; e.g., seniors and family members had privacy
as a huge concern. The participants commented that it is
compulsory for a primary user to select with whom they are
comfortable to talk with. Kortner et.al [7] illustrated the ethical
issues in Henry - an autonomous and mobile robot platform
which entertains elderly people by playing music and assist
visitors at corridors to show them the particular office in an
Austrian care institution.

Caine et. al [8] presented the effects on privacy-enhancing
behaviours through an experimental study in which the seniors
communicated with a camera, a stationary robot and a mobile
robot. The cameras were installed all around the aged care
centre and informed the seniors that they are being monitored
all the time. The seniors were not comfortable in performing
most of the activities including physical contact with a partner,
doing some personal finances, having friends over, and so on,
in front of the camera. Moreover, most of the elderly people
tried to cover up the camera with an object and also tried
to rotate it to a different direction away from them. Overall,
the seniors had altered the way of performing most of their
activities in front of the camera due to privacy concerns.

Krupp and Smart [9] arranged a focus group to discuss the
privacy concerns about robotics technology. The main ideas
covered in the discussion were about the physical, social and
psychological privacy to be categorised properly in robotics
technology as these are not well-categorized currently. In
another study, Butler et.al [10] suggested reducing the quantity
of visual information that smart teleoperated robots receive to
preserve the end-user’s privacy. They have explored different
in-home privacy concerns including locations - where the
robots should get access, the objects - which are accessible and
which are not accessible, and finally the information, including
identity cards, medical information and financial data, which
need to be kept secured. The authors have proposed some
image filters including Blur, Edge, Superpixel and colour-
skewed superpixel for enhancing the privacy of the end-users.
Hubers et. al [11] suggested video manipulations for remote
presence systems to keep important data private. The authors
have evaluated three observational privacy schemes, including

“can’t tell” which means not to include anything placed on
a table or in a room, “can’t observe” which means not to
observe a particular shape of a person or object and “can’t
discern” which means not able to read information, for privacy
protection in smart remote presence technology.

The above studies discussed the privacy concerns in IoT
devices especially in robots, but did not implement the so-
cially appropriate interaction behaviours in real-world sce-
narios based on multiuser and multidevice interactions in
IoT Collectives. Moreover, the researchers have elaborated on
the ethical issues and privacy enhancing behaviours in smart
robots without proposing an appropriate approach for handling
ethical issues in smart devices. It is crucial to maintain
socially appropriate interaction behaviours in smart devices.
The comfort zones of users need to be considered during
human-device interaction. To this end, this paper proposes
and designs a policy management framework for managing
socially appropriate interaction behaviours in smart internet-
connected devices based on multiuser-multidevice interactions
in 10T collectives.

III. A SYSTEM ARCHITECTURE FOR
MULTIUSER-MULTIDEVICE INTERACTION WITH A POLICY
MANAGEMENT FRAMEWORK

Human-device interaction allows devices to perform differ-
ent actions based on user request. In our research, we focus
on interaction behaviours of smart devices where, the smart
devices have to take multiple requests from multiple users and
behave appropriately, handle uncertainty and make decisions.
Fig. 1 presents the architecture of our system.

There are two types of applications i.e. Actuator applica-
tions (actuators) and Mediator applications (mediators). Actu-
ator applications (which have to perform some actions) include
IoT collectives which mean all smart devices such as smart
robots, smart cameras, smart speaker et cetera. On the other
hand, Mediator applications (communicating medium between
user and actuators) include only mobile devices operated by
users. There are some common services that can be performed
by actuator and mediator applications on their own but the
database is common in both ends. The actuator applications
can monitor and assist users, store data in a database while the
mediators can send multiple requests to actuators and retrieve
data from the database. While monitoring or assisting users,
it is compulsory for actuators to perform distributed services
which are to behave appropriately, make smart decisions and
handle task uncertainty. Lastly, the communication service can
be managed through a WiFi network.

To be able to accomplish the research goal, we propose a
policy management framework where the actuators and me-
diators have to follow the specific rules during human-device
interactions. There are three rules designed for actuator and
mediator applications. Fig. 2 presents the policy management
framework.

o Authorisation Rules: The authorisation rules include

monitoring as well as assisting users, sending multi-
ple requests as well as retrieving data from the server

Authorized licensed use limited to: Deakin University. Downloaded on July 14,2026 at 05:09:27 UTC from IEEE Xplore. Restrictions apply.

540



PerloT 2021: 5th International Workshop on Mobile and Pervasive Internet of Things

Actuator Applications Mediator Applications

APPLICATIONS S
i - T R
. 0, s “‘9;\,9' "?99@

S
5

Retrieve Datj

W "‘ :
. g/ X e
Monitoring User | &/ %

Storing Data | | I

Receive Requests

Decision || Appropriate |[  Handle
Makiny Behaviors || Uncertainty

[
m
=
<
m
=

Reporting to Mediator Apps J

Sending Requests to
Actuators
Retrieving Data from
Server

COMMON SERVICES

Multiple Requests

; Retrieve Data
DISTRIBUTED SERVICES

[ Wi-Fi |

|_COMMUNICATION SERVICES

Fig. 1. Architecture of our system for multiuser-multidevice interaction
behaviours in IoT collectives

J

Monitor Users

Permitted to

Assist Users

Permitted to Send Requests
LS00 )
Retrieve Data from Server

Be privacy respecting

Actuator Applications

J

Mediator Applications
Mobile Devices

Authorisation Rules

Break Obligation Rules

J

Must

Actuator Applications

Obligation Rules

Must Not

J

Actuator Applications

Prohibition Rules

Fig. 2. Policy Management Framework with some examples of possible rules

which are permitted to perform by actuator and mediator
applications. The actuator applications, including smart
devices such as smart robots, smart cameras, or smart
wheel-chairs, has to monitor and assist users on receiv-
ing requests from mediator applications. Monitoring or
assisting users means to track the user’s current situation
and assist them in different activities.

For example, a smart robot in an aged care centre has to
monitor the admitted senior after receiving a request from
a family member of that senior through a mediator appli-
cation (running on a mobile device). Similarly, the smart
robot has to assist a carer staff member in their workload.
In this way, smart robots are permitted to monitor and
assist users. The mediator applications (mobile devices)
are permitted to send requests to actuator applications as
well as retrieve the data that actuator applications store
on the server.

o Obligation Rules: The obligation rules are designed to
be applied to actuator applications. Actuator applications
must follow socially appropriate interaction behaviours
i.e., be polite, privacy-respecting, secure users’ data,
transparent in all actions (e.g., reporting status) and so
on, as well as handle tasks robustness and make decisions

on multiple requests. For instance, if a smart robot is
monitoring the senior in an aged care home then, it needs
to be very polite, privacy-respecting, transparent in its
actions and secure any data collected. Politeness in a
smart robot could mean robots using phrases such as
“Excuse me”, “Hello”, “May i have a way to pass” and
so on, when appropriate as it performs its function in the
aged care centre.

o Prohibition Rules: The prohibition rules are also de-
signed to be applied to actuator applications only where,
the actuator applications must not break the obligation
rules, as one example, but other types of prohibitions can
be considered - e.g., a robot is not allowed to take pictures
or operate during particular times and so on.

Different IoT devices interpret obligation rules differently
such as a smart wheel-chair can be polite by greeting users
sitting on them as well as can ask if they are sitting comfort-
ably. Similarly, a smart speaker can be polite by asking a user
if they need to manage the sound level of a particular song.
Likewise, a smart camera, when requested by a family member
to do so, can seek approval of the senior before capturing the
senior’s photo, to be polite or privacy-respecting. In this paper,
we have modelled obligation rules via a policy-based approach
to manage ethical behaviours in smart robots in an aged care
centre scenario which is further explained in section four.

IV. OUR PROTOTYPE: KATE

Based on the conceptual design above, we describe our
implementation of obligation rules to manage socially appro-
priate interaction behaviours in our KATE prototype system.

A. KATE System: Concept

KATE is a system comprising actuator applications (in
particular a robot app running on a robot (we have used Temi
robots') and mediator applications (in our prototype, these are
mobile apps running on smartphones of family members and
caregivers). The actuators targeted in KATE system are smart
internet-connected robots while mediators are mobile devices.
The KATE system is designed and implemented for an aged
care environment. The actuators have to monitor the seniors
admitted in an aged care home and assist staff members to
store medical data on the server to be accessible by family
members of these seniors. The family members who have
admitted their seniors in an aged care centre have to use
a mediator application to send a request to the actuators to
monitor the senior. Likewise, the staff members have to use
mediator application to send a request to actuator to visit them
and store senior’s blood pressure and sugar level on the server.
The family members can retrieve the monitored data from the
server using the mediator application. While accomplishing
families or staff member’s requests, it is compulsory for
actuators to behave ethically, able to handle task failures as
well as make accurate decisions on which request must be
completed at first.

Thttps://www.robotemi.com
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KATE system has been designed and prototyped in this
research - an early version without a policy framework was
first proposed in press [12]. In this previous work, KATE is
prototyped to show how complex interactions can be created
in an aged care centre where the actuators are taking multiple
requests from family members as well as staff members but are
not following socially appropriate interaction behaviours in-
cluding politeness, privacy-respecting, transparency in actions
and so on. Expanding the KATE system in this paper, we are
applying obligation rules from a policy management frame-
work to manage socially appropriate interaction behaviours in
smart robots while interacting with seniors or staff members
in an aged care centre. Fig. 3 presents a picture of the whole
scenario.

B. Application of Policy Rules on the KATE System

There are three types of rules in our policy management
framework which have been applied to smart robots in an
aged care centre as a case study. Each rule is applied and
programmed into the system.

Authorisation Rules: The actuators (smart robots) and
mediators (smart mobile devices) are permitted to follow
authorisation rules which are: to monitor the users, assist the
users, send multiple requests and retrieve monitored data. The
actuators (smart robots) are permitted to monitor the seniors in
an aged care centre and assist carer staff members on receiving
requests from mediators; which are permitted to send requests
to actuators as well as retrieve monitored data. Actuators are
receiving multiple requests from mediators using a first come
first serve queuing algorithm but the priority is given to family
requests. The mediators and actuators are connected through
a common database which is a firebase server. Using firebase
database references, mediators send requests to actuators and
actuators can accomplish those requests.

Obligation Rules: The actuators (smart robots) must follow
the obligation rules (in order to behave ethical, using a narrow
deontological definition of ethical in this case), handle task
failures and make accurate decisions. The actuators must be
ethical while interacting with seniors and carer staff members
which means, actuators need to seek approval before taking
any action, e.g. be privacy-respecting, and be polite while
roaming around the aged care environment, be transparent
of each action, secure senior’s data and recognise a senior’s
face (to response accurately). Obligation rules for managing
socially appropriate interaction behaviours in actuators (smart
robots) are applied using different methods i.e., text to speech
conversions, dialogue boxes, face recognition, firebase refer-
ences, voice recordings, unique senior’s IDs’ and so on. The
interpretation of ethical behaviours by smart robots in KATE
system is explained in detail in the next sub-section.

Prohibition Rules: The actuators (smart robots) are pro-
hibited from breaking the obligation rules assigned to them.
The prohibition rules are applied to actuators (smart robots)
using multiple conditions. For instance, if the mediator has to
send a request to actuator then, the actuator must monitor the
senior following the obligation rules.

C. Interpretation of obligation rules by smart robots in KATE
system: System Implementation

Each device in an IoT Collective (or a collection of smart
internet-connected devices) might interpret obligation rules
differently. In our case, we are applying obligation rules to
manage ethical behaviours in smart robots in an aged care
centre. During an interaction with seniors, smart robots are
interpreting the obligation rules explained below:

Privacy Respecting: The smart internet-connected robots
are seeking approval from seniors before monitoring them.
For instance, if the robot is asked by a family member via
a mediator app to take a seniors’ (called Senior, say) photo
then, it first requests the Senior’s permission by saying “Do
You allow me to take your photo? Please respond to me using
a dialogue box appearing on my screen”. If senior response
“Yes”, then only the robot takes a photo and uploads it to a
real-time database. Likewise, if senior allows the robot to ask
daily routine questions in a similar way, then only the robot
starts to ask the questions and records senior’s answers as
“voice notes” in a database. Smart robots are interpreting this
rule by operationalizing it using text to speech conversation,
dialogue boxes and voice recordings.

Transparency: The smart robots are letting seniors know
about their actions - e.g. if senior has allowed them earlier to
take a photo or ask routine questions through phrases “Thank
You! I am going to take your photo”, “Thank You! I am going
to ask you some questions”. Likewise, robots are letting family
members be aware of each response from seniors provided on
each request. For example, on one hand, if senior has denied
the robot to monitor them, the robot reports back to the family
by sending a message that ”Your senior does not want me
to monitor him/her at the moment”. On the other hand, if
senior has given them permission to monitor him/her, again the
robot informs family members after completing the request so
that the family member can retrieve the data (Senior’s photo
and voice notes) from the database. Transparency in action is
interpreted by the robot to mean reporting to the family on
each action or request status.

Politeness: The smart robots are very polite while roaming
in an aged care centre. These smart robots are using phrases
such as “Excuse me”, "May I have a way to move” while
moving around. If there is any object around, smart robots are
using sensors to detect them and change their path followed
by polite phrases.

Privacy of Data: The smart robots have to take Senior’s
photos as well as ask some routine questions to record and
store them in a database. This data is fully secured as the robot
is storing the files under each senior’s ID that is only accessible
to particular family members. Even the carer members can not
access any photo or senior’s voice notes on routine questions.

Attentive: Smart robots are recognising the senior’s face on
arrival, and then start monitoring them after seeking approvals.
This rule is interpreted by robots using face recognition to
focus on the right Senior (in this sense, to have attention
focused on that individual). The seniors’ photos are stored
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in the robot’s memory and linked with each senior’s name
and ID so that when the robot arrives at a senior’s location
to monitor them, it can detect if this is the senior it has to
monitor and then proceed accordingly.

Another aspect in our KATE system is that smart robots
cannot move unless they are requested to do so - e.g., the
family members send them a request to monitor a particular
senior. Our system is not on auto-mode where smart robots
can reach seniors anytime and start monitoring them. A video
of KATE in operation (in a mock-up scenario) is available.’

D. State Transitions in KATE System based on multiuser-
multidevice interactions

In the KATE system, We have multiple interactions such
as robot-family interaction, robot-senior interaction and robot-
carer interaction. During Robot-Family interaction, family
members send a request to robot using mediator applications
to monitor their senior in an aged care center, and robot
is following socially appropriate interaction behaviours while
monitoring the seniors therefore, it is compulsory to present
the states and actions of smart internet-connected robots while
completing requests appropriately.

Robot States and Actions during Robot-Family Interac-
tion Fig. 4 presents the states and actions of the robot during
robot-family interaction. The robot activating state will start
on receiving a request from a family member that will allow
the robot to examine the requests in the queue at examining
request state. If it is a family request, the robot will start
executing it in the processing family request state else, if it
is a carer request, the robot will start executing it in the carer
request executing state. To execute a request from a family
member, the robot will start moving to the senior’s location,
where a condition is set which is, if senior is not located then,
the robot will report to the family at Reporting family state

2See https://www.youtube.com/watch?v=K1j0fkvIaxY &t

that it is unable to find his/her senior, therefore, a family can
send a request again after some time.

After reporting to family, the robot has to come back to the
Examining Request state to look for the next request and start
executing it. On the other hand, if robot finds the senior, it
will start recognising h/her face in the Face Recognising state
after which, again a condition is set which is, if in case it
is not the Senior’s face of whom the robot has to monitor,
then it will again report to the family in the Reporting Family
state and will come back to the Examining Request state to
start the next request from the queue. Otherwise, if the robot
successfully recognises the senior’s face, it will seek approval
in the Seeking Approval state before monitoring the senior.
Here, we have another condition which is, if senior does not
give the permission, then the robot will not disturb the senior
and reports this to the family in the Reporting Family state and
starts executing the next request, returning to the Examining
Request state. In case the senior gives permission, the robot
will start monitoring the senior in the Questioning Senior state
and then will wait to get the answers from the senior in the
Waiting for Senior Answers state. Once senior will respond to
all queries, Processing Senior Answers state will start where
the robot will able to process the answers. Finally, (super-
)state Store will begin, where the robot will store the data on
the real-time database and report to the family about request
completion in the Reporting Family state again so that the
family can retrieve the data. Finally, after reporting to family,
the robot will come back to the Examining Request state to
execute the next request. In this way, the process will continue
and no disturbance will be created during interactions.

V. CONCLUSION AND FUTURE WORK

Our policy-based approach for managing socially appro-
priate interaction behaviours in IoT collectives is of a high
level of abstraction. We have designed a policy management
framework including different rules to be applied on IoT
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collectives to manage different behaviours. Different devices
interpret these rules differently as we illustrated above. For
example, the vision is that the manager of the aged care can
just tell all the smart devices in the IoT collective in the
aged care to “be polite” and each device will interpret this
as appropriate to its own functions.

Implementation of ethical actions is highly beneficial but
there is a need to think of some further interaction behaviours
to include such as decision making and handling uncertainty.
The KATE system will be extended to support such features.
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