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Abstract—Edge Data Integrity Verification (EDIV) plays a crucial role in maintaining the authenticity of cached data replicas in
decentralized and resource-constrained edge computing environments. However, existing EDIV methods prioritize generating
cryptographic proofs while overlooking the need to ensure robustness against localized data tampering and neglecting the inherent
security risks involved in transmitting these proofs over untrusted backhaul communication networks. These gaps leave the EDIV
process vulnerable to both the manipulation of integrity proofs and their interception during transmission, ultimately undermining the
reliability of EDIV. To address these gaps, we propose RAMTStego-EDIV, a novel framework that ensures both the robustness of
integrity proofs and their secure transmission. In particular, RAMTStego-EDIV first introduces the Robust Aggregated Merkle Tree
(RAMT)—a ternary hash tree that combines real and auxiliary nodes to produce tamper-evident cryptographic proofs, ensuring that
even partial manipulation of the data can be reliably detected. Then, it develops a dual-parity transmission control protocol (TCP)
steganography technique to protect the transmission of the RAMT-driven cryptographic proofs that covertly embed the proof bits into
two TCP header fields: the parity of the payload length and the least significant bit of the TCP window size. This embedding allows
proofs to travel invisibly within normal traffic, avoiding detection and interference by adversaries monitoring the network. Both
theoretical analysis and experimental results demonstrate that RAMTStego-EDIV prevents proof tampering and interception,
confirming its resilience and suitability for deployment in adversarial mobile edge computing environments.

Index Terms—Edge Data Integrity, Edge Computing, Steganography, Aggregated Merkle Hash Tree.

<+

INTRODUCTION

1

He explosive growth of edge devices, including smart-
Tphones, Internet of Things (IoT) sensors, and au-
tonomous vehicles, has rapidly outpaced the capabilities of
traditional computing infrastructures. Projections estimate
that the number of such devices will surpass 20 billion
by 2025 [1], creating significant challenges for efficient and
reliable large-scale data processing. While cloud computing
has served as a scalable backbone for handling increasing
demands over the past decade, its centralized architecture
is increasingly strained under the pressure of supporting
latency-sensitive applications [2]. As a result, cloud-based
systems often fail to meet the stringent performance and
communication requirements posed by modern edge en-
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vironments. Mobile Edge Computing (MEC) brings com-
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Fig. 1: An illustration of internal and external attacks in
MEC.

putation and storage closer to users, reducing latency and
enabling real-time applications like augmented reality, au-
tonomous driving, and industrial automation [3]. While
MEC improves responsiveness by decentralizing process-
ing, it also raises new concerns about the integrity of data
distributed across diverse Edge Servers (ESs). Unlike cen-
tralized cloud systems, MEC involves heterogeneous ESs
operated by multiple application vendors (AVs), making it
challenging to ensure the trustworthiness of independently
cached data replicas, a core issue in Edge Data Integrity
(EDI) [4]-{6].
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Existing EDI Verification (EDIV) approaches (see related
work section 6) follow the classical challenge-response
strategy and rely on key-based cryptographic techniques
or lightweight sampling-based mechanisms applied over
hashed data structures to validate the integrity of cached
data on ESs [7]-[11]. Although these methods can detect
large-scale data corruption, they often struggle to catch
smaller or more targeted tampering, especially when the
verification process does not tightly link all parts of the data
together [12]-[14]. Furthermore, they commonly implicitly
assume that the communication channel over which these
proofs are exchanged, specifically the challenge-response
messages, is secure [4], [7], [15], [16]. This assumption does
not hold in real-world MEC environments, where the back-
haul network between AVs and ESs frequently traverses
untrusted or semi-trusted infrastructure such as public In-
ternet links, 5G core networks, or shared wireless access
points [17]. These channels are susceptible to interception
and attacks [18]. In practice, MEC environments present
two main attack surfaces that hinder the feasibility of EDIV:
(i) the ES side, which may suffer from internal attacks,
and (ii) the transmission channel, where challenge-response
exchanges occur and are exposed to external attacks. These
scenarios are illustrated in Fig. 1, from which it can be
seen that external adversaries actively disrupt or manipulate
communication between the AV and ES, targeting the de-
livery of integrity proofs. An adversary compromising this
channel may alter challenge-response messages to generate
false verification results, even if the underlying data is
intact. This overlooked vulnerability reveals a critical blind
spot in existing EDIV approaches. Without protection in
the transmission channel, even strong cryptographic proof
generation becomes ineffective. Therefore, a robust EDIV
solution must secure not only the stored data and generated
proofs but also the communication process that underpins
the verification protocol. These observations raise two fun-
damental research questions that remain underexplored in
current EDIV literature:

RQ1: How can proof-generation mechanisms be strength-
ened so that even localized or selective tampering in cached
data propagates more strongly through the verification structure,
without increasing proof size or verifier cost? RQ2: How can
the transmission of proofs over untrusted backhaul networks be
secured in a manner that is both stealthy (hard to detect or block)
and reliable (resistant to packet loss or manipulation), without
incurring significant bandwidth or computation overhead?

To address these research questions, we propose
RAMTStego-EDIV, a novel framework for robust and se-
cure EDIV that integrates a Merkle Hash Tree (MHT)-based
structure with a steganographic technique to protect the ver-
ification process. Specifically, we propose an enhanced MHT
structure called Robust Aggregated Merkle Tree (RAMT) for
integrity-proof generation and a dual-parity transmission
control protocol (TCP) steganographic method to secure
proof transmission from ESs to AV. Unlike prior Merkle-
tree enhancements that mainly target proof-size reduction,
hashing efficiency, or construction optimization, RAMT is
explicitly designed to improve tamper-propagation robust-
ness under localized corruption. The RAMT significantly
strengthens the robustness of proof generation by employ-
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ing a unique ternary hashing mechanism. Unlike conven-
tional binary or ternary Merkle Trees, where a leaf modifica-
tion affects only a single ancestor path, RAMT incorporates
an auxiliary cross-sibling hashing node at every level. This
design creates additional dependency paths, effectively am-
plifying the visibility of tampering across a larger portion
of the tree. Under practical partial-audit conditions, where
verifiers examine only a small number of internal nodes per
round, this amplified propagation significantly increases the
likelihood of detecting targeted or low-frequency corrup-
tion. As a result, RAMT provides substantially improved
detection efficiency and tamper exposure, addressing a key
limitation of traditional Merkle-based integrity proofs in
distributed edge environments.

Complementing the structural enhancement offered
by RAMT, our dual-parity TCP steganography secures
the often-overlooked transmission of integrity proofs.
RAMTStego-EDIV embeds proof segments covertly into live
TCP flows using two header fields: (i) the sequence-number
parity (SNP), adjusted through payload-length increments,
and (ii) the window-size parity (WSP), modified via the
least significant bit of the TCP window field. Distribut-
ing embedding across both fields increases capacity and
improves resistance to packet normalization and detection
by network adversaries. The method introduces minimal
overhead—typically limited to +1-byte adjustments, and
remains statistically indistinguishable from normal traf-
fic, enabling practical deployment in resource-constrained
and adversarial edge environments. By combining RAMT’s
tamper-resilient proof structure with a stealthy and reliable
covert channel, RAMTStego-EDIV mitigates vulnerabilities
in transmitting integrity proofs over untrusted networks.
Our experiments confirm that this integration preserves
proof integrity while maintaining low communication over-
head, significantly strengthening EDIV in MEC settings.

Unlike prior work that treats data verification and trans-
mission security as separate problems, this study provides
a unified formulation of EDIV under adversarial backhaul
conditions. RAMTStego-EDIV jointly integrates a tamper-
resilient authenticated structure (RAMT) with a provably ro-
bust and stealthy transmission channel under a common ad-
versarial model capturing both internal and external threats.
Supported by formal theorems on robustness, unforgeabil-
ity, reliability, and indistinguishability, the framework el-
evates EDIV from a heuristic practice to a theoretically
grounded end-to-end integrity solution. In this formula-
tion, the verification structure and its communication chan-
nel are protected simultaneously, ensuring they function
as inseparable components of the same security objective.
To our knowledge, no prior EDIV approach achieves this
level of unification. Compared to existing MHT variants,
RAMT amplifies tamper propagation without increasing
proof size, while the dual-parity covert channel provides
provable transmission security with negligible computation
and bandwidth overhead. The main contributions of this
work can be summarized as follows:

« Robust Integrity Proofs via RAMT: We introduce RAMT,
an enhanced Merkle-based structure that increases tamper
visibility and improves resilience against localized corrup-
tion in edge environments. Our analysis and experiments
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show that RAMT provides stronger detection robustness
than traditional MHTs while preserving logarithmic proof
size and computational efficiency.

o Secure and Covert Proof Transmission via Dual-Parity
Steganography: We identify a critical vulnerability in ex-
isting EDIV frameworks—proof packets remain exposed
during transmission over untrusted networks. To address
this gap, we propose a dual-parity TCP steganographic
method that embeds proof bits across both sequence-
number parity and window-size parity, offering greater
stealth and robustness than prior single-field techniques.
This significantly strengthens the end-to-end integrity as-
surance process in decentralized edge systems.

The remainder of the paper is organized as follows.
Section 2 presents the system and threat models. Section 3
outlines the RAMTStego-EDIV framework and its work-
flow. Sections 4 and 5 provide the theoretical analysis and
experimental evaluation. Section 6 reviews related work,
and Section 7 concludes the paper.

2 SYSTEM MODEL

We consider the common assumption that communi-
cation within the environment occurs through untrusted
channels without additional delays [6] to present the sys-
tem architecture, provide the threat model, and outline the
design goals.

2.1 System Architecture

The MEC system consists of two main entities: an AV
and a set of n edge servers MES = {ES1,ESs,...,ES,},
where n > 2. The AV owns a dataset D; = {d;,ds,...,d;}
consisting of £ data items. The AV is assumed to be honest
and trustworthy, meaning that it faithfully and periodically
sends verification requests to each ES, verifies the returned
proofs, and records the results.

Each ES; stores a subset of the AV’s dataset, denoted

as D; ; C D;, and upon receiving a verification request
must return a proof p; attesting to the integrity of its
cached data. We assume that the ESs operate independently
without collusion, consistent with prior works [15], [19]. The
problem is to design a verification framework that satisfies
two conditions:
(i) For any modified data D; ; # D; j, even if only one block
is altered, the AV should reject the corresponding proof:
V(D; ;,p;) = Reject. (ii) When proof p; is transmitted over
an untrusted channel, any adversarial modification pg. # pj
must also be detected and rejected: V(D; j, p’;) = Reject.

2.2 Threat Model

The proposed RAMTStego-EDIV framework considers
two primary adversarial threats within the MEC environ-
ment: (1) unreliable ESs, known as internal adversaries, and
(2) untrusted communication channels, referred to as ex-
ternal adversaries. Table 1 summarizes the two adversarial
classes considered in RAMTStego-EDIV, together with their
locations, capabilities, and representative attack vectors. We
assume that ESs operate independently without collusion,
the AV remains trusted, and adversaries do not break the
collision resistance of the underlying hash function.
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TABLE 1: Summary of adversarial classes in the threat
model.

Adversary Location Capabilities Attack Vectors
Type
Internal Edge Modify cached | Replay attacks;
adversary server data;  generate | replacement
(unreliable forged  proofs; | attacks; forgery
ES) reuse stale | attacks
proofs
External Backhaul Observe, Proof
adversary channel intercept, alter, | tampering;
(network replay,  inject, | man-in-
attacker) or drop proof- | the-middle
carrying packets interference;
packet  injec-
tion/replay

2.2.1 Unreliable ESs (Internal Adversaries)

In the EDIV process, ESs may exhibit dishonest behavior
by falsely claiming that the received data is intact for their
own benefit. Such internal attacks of ESs compromise the
trustworthiness of the verification process and may lead to
corrupted data replicas being mistakenly considered intact,
ultimately weakening the integrity of the entire system.
Specifically, unreliable ESs may launch the following at-
tacks [11], [15]:

Replay Attacks: An ES may reuse previously valid integrity
proofs to deceive the AV into believing that outdated or
modified data replicas are still intact. This leads to false
verification results and weakens the integrity guarantees.
Replace Attacks: In this case, a dishonest ES intercepts
the AV’s challenge and responds by substituting genuine
data or proofs with unauthorized or tampered ones, thus
misleading the AV.

Forgery Attacks: An ES can generate forged integrity proofs
for compromised data and present them as valid during the
verification process, deceiving the AV and violating the trust
of the data.

2.2.2 Unreliable Transmission Channels (External Adver-
saries)

During the transmission of integrity proofs, the commu-
nication channel (backhaul network) may be unreliable and
susceptible to external attacks [17]. Attackers may intercept,
manipulate, or disrupt integrity proofs while in transit,
leading to invalid verification results and compromised
security. This dual-layer adversary model, covering both
dishonest edge servers and on-path network manipulators,
extends prior EDIV formulations that typically assume se-
cure transport channels, enabling end-to-end integrity veri-
fication across untrusted networks. It is noted that deploy-
ment scenarios involving aggressive packet normalization,
encrypted transport protocols that hide TCP-visible carriers,
or more complex protocol-layer interference are outside the
current scope of this work and would be investigated as
future directions.

2.3 Design Goal

Given the outlined threat model, our proposed
RAMTStego-EDIV approach is designed to meet the follow-
ing objectives.

Robustness: Verify the integrity of data replicas even under
localized tampering by maximizing hash interdependence
across the RAMT structure (strong tamper propagation),
and detect in-transit manipulations via steganography-
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Fig. 2: Illustrative example of the RAMT structure con-
structed from eight data blocks, showing the formation of
auxiliary nodes and ternary parent-hash aggregation.

based proof transmission over the backhaul.

Security: Thwart dishonest ESs attempting replay, replace-
ment, or forgery within the challenge-response protocol,
and resist on-path adversaries that alter or replay proofs
on untrusted backhaul links.

3 THE PROPOSED RAMTSTEGO-EDIV FRAME-
WORK

This section details the rationale for the design and
structural components of the proposed RAMTStego-EDIV
framework to address the vulnerabilities inherent in tradi-
tional EDIV methods, especially within untrusted network
environments.

3.1 Framework Overview

RAMTStego-EDIV is composed of two components, each
designed to address two aspects of the resilient and secure
EDIV process.

Robust Proof Generation: Generate robust integrity proofs
using an enhanced MHT variant called RAMT, which pro-
vides secure validation of cached-data replicas.
Dual-Parity TCP Steganography-Based Proof Transmis-
sion: Implement a steganographic approach that utilizes
dual-parity TCP, enabling covert transmission of the gener-
ated integrity proof, specifically the RAMT root, across the
untrusted network.

3.2 RAMT-Based Proof Generation

The first component of RAMTStego-EDIV employs
RAMT, an improved MHT structure designed to enhance
the robustness of integrity proofs. Enhancements and vari-
ants of the Merkle Hash Tree (MHT) remain an active
and legitimate line of research across cloud, edge, and
blockchain domains, which motivates ongoing refinements
that strengthen robustness and verifiability. Nevertheless,
the design goal of RAMT differs from that of most existing
MHT refinements. Rather than primarily pursuing proof-
size reduction or hashing efficiency, RAMT is introduced to
strengthen tamper-propagation robustness under localized
corruption. Unlike traditional binary MHT, RAMT utilizes
a ternary aggregation approach at each internal node to
strengthen dependencies among nodes, significantly reduc-
ing susceptibility to localized data tampering or forgery. To
bind the proof structure to the current verification session
while preserving consistent reconstruction at both the AV
and ES, RAMT applies a deterministic shuffle of the leaf
order based on the challenge-specific random seed.

Technically, the RAMT is a binary-structured MHT that
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incorporates a ternary aggregation mechanism to enhance
the robustness of the proof. In a RAMT, each non-leaf node
is constructed by hashing three components: a real node,
an auxiliary node (derived from adjacent real nodes), and
another real node. The overall structure remains binary,
maintaining a two-child linkage at each level, but the in-
termediate node generation leverages ternary aggregation
to strengthen inter-node dependencies. A RAMT possesses
the following structural properties, while the full RAMT
structure is illustrated in Fig. 2 and Algorithm 1 formally
describes the RAMT-based proof generation process.

Algorithm 1 Construction of the RAMT

Require: Dataset D = {d1,da, ..
Ensure: Merkle root RAM Tioot
1: procedure COMPUTERAMT(D, rs)

.,dn}, random seed rs

2 function GENERATEPARENTNODES(N)
3 if |[N] mod 2 # 0 then
4: Duplicate last node: Hyyp < Alast]
5: Append Hgyp to N
6: end if
7 Initialize: N7 « @
8 for each consecutive pair (Hq, Hy) € N do
9: Aqp + Hash(H, || Hp) > Auxiliary hash
10: Hparent — Hash(Ha ”Aab HHb)
11: Append Hparent to N’
12: end for
13: return N/’
14: end function

15: Randomized Leaf Hashing with Seed rs

16: Let m + DeterministicShutfle([1,2,...,n],rs)

17: Initialize the leaf node list: N < 0

18: foreachi € 7 do > Randomized index order

19: H} + Hash(d;)

20: Append H} to N/

21: end for

22: while |V]| > 1 do

23: N + GenerateParentNodes(N)

24: end while
25: return Final Merkle root RAM Troot < N[0]
26: end procedure

e« RAMT is organized as a binary tree, where each non-
leaf node has exactly two child nodes. However, each
internal node is computed by aggregating three elements:
a real node, an auxiliary node (derived from two adjacent
nodes at the lower level), and another real node. This
ternary aggregation strengthens the dependency between
neighboring data blocks. Additionally, if the number of
nodes at any level is odd, the last node is duplicated
before auxiliary node creation to ensure consistent ternary
aggregation. This duplication maintains structural balance
and ensures that every aggregation step combines exactly
three elements.

e Every node in a RAMT is associated with two identifiers
indicating its level [ and position ¢ within that level. The
level [ starts at 1 at the root and increases from top to
bottom. Nodes at each level are indexed sequentially from
left to right. A node at level I and position i is denoted as
.

« For every two consecutive real nodes H}, ; and H; at a
given level [, an auxiliary node A! is generated as:

Aé = HaSh(HéquHéi) 1)
This auxiliary node assists in ternary aggregation during
the construction of parent nodes at level .

« Each parent node H! at level [ is computed as the crypto-

graphic hash of three inputs:

H! = Hash(HL ' | ALY HLG). @
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This ternary aggregation approach recursively continues
across higher layers. If an odd number of nodes remain
at any aggregation level, the last node is duplicated to
maintain structural consistency. Finally, at the top layer,
two intermediate nodes are aggregated along with a final
auxiliary node to compute the RAMT root.

e The RAMT structure enhances integrity robustness by
introducing auxiliary cross-dependencies between sibling
nodes, causing any single modified block to influence
a larger portion of the tree. This “tamper-amplification”
effect improves detection sensitivity under partial or
budget-limited audits while retaining the logarithmic
proof size and efficiency of standard Merkle Trees. Impor-
tantly, the auxiliary nodes strengthen internal dependency
during proof construction but do not enlarge the transmit-
ted authentication path, because the verifier recomputes
each auxiliary value locally from the path node and its
sibling at the corresponding level. Unlike prior variants
that focus mainly on proof-size reduction or hashing opti-
mization, RAMT treats detection robustness as a primary
design objective. As formalized in Theorem 3, this struc-
ture provides stronger resilience to selective or localized
tampering compared to conventional MHTs.

3.3 Steganography-Based Proof Transmission

This second component of RAMTStego-EDIV securely
transmits the RAMT-generated integrity proofs from the ES
to the AV over potentially adversarial networks. Instead
of explicitly transmitting these proofs, which could risk
interception or manipulation, RAMTStego-EDIV covertly
embeds the proof bits by distributing them across two TCP
header fields: the parity of TCP payload length increments
(SNP) and the least significant bit of the TCP window size
(WSP). By jointly embedding into both fields, the method
doubles the embedding capacity and enhances resilience
against detection by network middleboxes. Importantly,
the scheme avoids direct manipulation of fragile trans-
port fields such as raw TCP sequence numbers. Instead,
it relies only on minimal payload-length parity adjustment
and a one-bit modification to the advertised TCP window
field, both of which remain aligned with standard TCP
behavior across heterogeneous endpoints. Specifically, the
RAMT root RAMTreot is partitioned into binary segments
{s1,82,...,S2m}, with each segment being embedded al-
ternately across the SNP (payload length parity) and WSP
fields, maximizing stealth and robustness.

3.3.1 Embedding Procedure

Let the binary representation of the RAMT root be:
RAMT, o0t — {81, 82,83, ..., ng}

These bits are partitioned into two interleaved sub-
sequences as, S = {s1,$3,85,...,52m-1}, 9P =
{52, $4, S6, - - . , S2m }. We transmit m packets; in each packet
i, we embed one SNP bit and one WSP bit. Let SEQ;,
WND,;, and PL; represent the original TCP sequence num-
ber, TCP window size, and TCP payload length, respec-
tively. The adjusted values SEQ;, WND,, and PL, are
computed as follows.

Embedding SNP bit s;;_; via Payload Length Parity:
Instead of modifying the sequence number directly, which
would disrupt TCP transmission, we minimally adjust the
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payload length by appending one-byte padding (if neces-
sary) to achieve the desired parity:
PLi7 if PL7 mod 2 = $2i—1,
PL; = ©)
PL; +1, otherwise.

TCP automatically computes and manages the sequence
number increment based on the adjusted payload lengths as
follows:

SEQQ = SEQ;A + PL;A (4)

Thus, the sequence number is not manually over-written
by the embedder; rather, the desired parity signal is induced
indirectly through a minimal payload adjustment that re-
mains compatible with standard TCP processing. Embed-
ding WSP bit s3;: The WSP embedding remains straightfor-
ward. We minimally adjust the advertised window size as
follows:

WND;,

WND; +1,

Since this modification affects only the least significant
bit of the window field, it introduces negligible operational
disturbance and remains consistent with the dynamically
varying nature of advertised TCP window values in prac-
tical deployments. Hence, each packet carries two proof
bits, one embedded via payload-length parity and the other
via WSP. The embedding adjustments are minimal, conform
naturally to TCP semantics, and typically indistinguishable
from ordinary traffic behavior.

lf WND7 HlOd 2= S2i,
WND, =
otherwise.

3.3.2 Extraction Procedure

At the AV side, each embedded bit is extracted simply by
inspecting the payload length increment (sequence number
difference) and the least significant bit of the window size:

syi—1=PL, mod 2, s =WND, mod2. (6)
Therefore, RAMTStego-EDIV explicitly avoids manual ad-
justments of TCP sequence numbers. All changes are strictly
limited to minimal payload padding for SNP signaling and
minor window-size adjustment for WSP signaling. This
design preserves compliance with TCP’s reliability mech-
anisms and reduces the risk of packet drops or retrans-
missions caused by abnormal header manipulation. The
proposed covert channel is therefore designed for TCP-
visible environments in which payload-length parity and
TCP window semantics remain observable and usable. Ac-
cordingly, transport settings that hide, transform, or remove
these carriers, such as encrypted transport protocols, QUIC-
based deployments, or aggressively-normalizing middle-
boxes, fall outside the direct applicability of the present
design. The present design is robust to bounded carrier
corruption or loss, but systematic over-writing of these
fields by aggressive NATSs, firewalls, or normalization mid-
dleboxes may weaken or disable the covert channel and
therefore remains outside the validated deployment scope
of this work. Any malicious alteration of these fields either
produces detectable errors or causes verification failure,
ensuring correctness independent of concealment. An illus-
trative example of embedding and extraction of proof bits is
provided in Appendix A of the supplementary file.
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Fig. 3: Workflow diagram of the proposed RAMTStego-
EDIV framework.

Algorithm 2 RAMTStego-EDIV Embedding, Extraction, and
Verification

Require: Dataset D, Packet stream {pi,p2,...
TSs
Ensure: Integrity verification result: {Intact, Corrupted}
1: procedure RAMTSTEGO-EDIV(D, {p;}*,rs)
// Phase 1: Initialization
Initialize system parameters and random functions
P; = COMPUTERAMT(D, rs) > Compute the RAMT root P;
" // Phase 2: Verification
4: AV creates a verification challenge to ES;, chl;
/I Proof Generated by ES; and send back to AV
5 Compute RAMT root P} = COMPUTERAMT(D, rs)
6: Convert P/ to binary proof bits {s1, s2,...,82m}
7: Spllt bits into:Ss"P = {81, 83y szm_l},
8:
9

,pm }, Random seed

SWsp

{s2,54,...,50m}
fori « 1tom do
Get original payload PL; and window size WND;
> SNP embedding: Adjust payload length parity

10: if |PLZ| mod 2 # 52;—1 then
11: Append 1-byte padding marker to PL;
12: end if
> WSP embedding: Adjust WSP
13: if WND; mod 2 # so; then
14: WND; < WND; +1
15: end if
16: Send TCP packet p; with adjusted PL; and WN D;
17: end for

/l Proof Extraction and Verification by AV
18: Initialize Extbit < 0, PrSEQ <+ Initial SEQ
19: fori < 1tom do

20: Compute PayloadLen; +— p;-SEQ — PrSEQ

21: Extract SNP bit: 32 _1 « PL; mod 2

22: Extract WSP bit: 521 — pi- WND mod 2

23: Append s}, 4, 5, to Extbit

24: PrSEQ < p;.SEQ > Reconstruct original payload
25: if last byte of p;. PL is padding marker then

26: Remove last byte from p;.PL

27: end if

28: end for

29: P! < RECONSTRUCT(Extbit) > Reconstruct proof

30: if P/ = COMPUTERAMT(D, rs) then
31: utput: Intact

32: else

33: Output: Corrupted

34: end if

35: end procedure

3.4 RAMTStego-EDIV Workflow

The RAMTStego-EDIV framework enables robust and
covert EDIV through a novel integration of the RAMT-
based proof generation and the TCP-layer steganographic
processes. The complete workflow consists of two key
stages: initialization and verification. The details of the
RAMTStego-EDIV workflow are summarized in Algo-
rithm 2, and depicted in Fig. 3.

3.4.1 Initialization Stage

The AV constructs a RAMT using the cached data and
retains its root as the integrity proof for future verification.
Several critical parameters are established in this stage. To
defend against replay and forgery attacks (as discussed in
Section I.B), AVs use a secure random function to generate
a challenge-specific random seed rs. This seed ensures that
the leaf ordering used for proof construction is session-
specific, thereby preventing the reuse of proofs and bol-
stering replay-attack resistance. Since the permutation is
deterministic for a given seed, both the AV and the ES
can reconstruct the same leaf order consistently, which is
necessary for correct proof generation and verification. The
parameter rs is shared between the AV and ESs during
each verification round. However, to ensure freshness and
unpredictability, a new s must be generated for each new
verification session, distinct from its predecessors.

3.4.2 \Verification Stage

This stage involves challenge generation, proof con-
struction, steganographic embedding and transmission, and
final verification. The process begins when the AV issues
a challenge Chl; to a target edge server ES,;. This chal-
lenge is derived using a time-sensitive function and in-
corporates a newly generated seed rs;, which guarantees
that even repeated queries over identical data result in
distinct proofs, enhancing resistance to both replay and
pre-computation attacks. The challenge Chl; is then se-
curely transmitted to the designated ES. Upon receiving
the challenge, ES; locally constructs a RAMT using its
cached dataset D and the received seed 7s;, expressed
as P, = COMPUTERAMT(D,rs;). The output is a 256-
bit root hash representing a compact and tamper-evident
proof of data integrity. Unlike traditional Merkle Trees,
the RAMT structure supports dynamic balancing and is
designed to accommodate heterogeneous numbers of data
replicas, making it particularly suited for distributed and
resource-constrained edge environments.

ES;

P!
. ) . /
Extracting Embedding Py
P/ P/
.t ) Backhaul Network

Fig. 4: EDIV process of RAMTStego-EDIV.

Rather than transmitting the proof explicitly—thereby
exposing it to interception or tampering—RAMTStego-
EDIV employs a steganographic strategy to covertly embed
the proof within TCP packet flows. The proof transmission
and verification process is illustrated in Fig. 4. The 256-bit
proof is serialized into a bitstream {s1, sz, ..., S256} and
transmitted using two covert TCP header channels. The
odd-indexed bits {si,s3,...} are embedded via the SNP
channel by adjusting packet padding so that the resulting
payload length reflects the desired parity (even or odd).
Meanwhile, the even-indexed bits {sg, s4,...} are embed-
ded through the WSP channel by modifying the least sig-
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nificant bit (LSB) of the TCP window size field. Each TCP
packet thus carries two covert bits, allowing the complete
256-bit proof to be transmitted over just 128 modified pack-
ets. These packets conform to normal traffic patterns and
appear benign to external observers.

To recover the proof, the AV passively monitors the
incoming TCP stream and performs bit extraction from both
covert channels. The SNP bits are extracted by analyzing
the parity of the payload lengths, and the WSP bits are
extracted by reading the LSBs of the TCP window size
fields. Once all bits have been collected and reassembled in
the correct sequence, the AV reconstructs the proof P; and
compares it with the reference RAMT root stored during
initialization. If the values match, the AV concludes that
the data at FS; has remained intact. However, a mis-
match indicates possible data tampering on the server or
manipulation during transmission, in which case the AV
flags the ES for further scrutiny. Through this seamless
and covert verification protocol, RAMTStego-EDIV achieves
both proof confidentiality and communication stealth, ensuring
that integrity checks remain hidden from adversaries. Its
architecture is inherently robust to both internal threats
(e.g., replay or substitution attacks) and external threats
(e.g., packet inspection or interference). Furthermore, its
lightweight computational and communication overhead,
coupled with cryptographic soundness and adaptability
to heterogeneous edge environments, makes RAMTStego-
EDIV a practical and resilient solution for the verification of
secure edge data on untrusted or adversarial networks.

4 THEORETICAL RESULTS ANALYSIS

This section provides the theoretical analysis that in-
cludes the correctness, efficiency, and security analysis of
the proposed RAMTStego-EDIV approach. The goal is to
formally establish the feasibility, optimality, and robustness
of our method under adversarial edge environments.

Lemma 1 (Correctness). If a data block d; within a cached
replica is modified, the RAMT-based proof generation process will
yield a root hash H lll that differs from the original H! provided
that the employed Hash() function is collision-resistant.

The detailed proof for Lemma 1 is provided in Ap-
pendix B of the supplementary document. It illustrates that
RAMTStego-EDIV accomplishes the goal outlined in Section
II.C, namely, the objective of correctness.

Theorem 1 (Correctness). Let the RAMT root hash h =
RAMTroot € {0,1}* be partitioned into m = [k/2] consecu-
tive two-bit segments s = {s1, S2, . .., Sm , where each segment
s; = (sz(l), sgz)) € {0,1}2. Suppose each segment s; is embedded
into a TCP packet P; by encoding sl(-l) as the parity of the
sequence number (SNP) and 552) as the least significant bit of
the window size (WSP). If all packets { Py, ..., Py} are received
without modification to these two header fields, then the receiver
can deterministically reconstruct the exact value of h. That is,

h = Extract(Py,...,Py) = RAMTroo.

The detailed proof for Theorem 1 is provided in Ap-
pendix B of the supplemental document. It illustrates that
RAMTStego-EDIV accomplishes the goal outlined in Section

I1.C, namely, the objective of correctness.

Theorem 2 (Robustness). Let D = {dy,...,dy} be a dataset.
Let Tppe and Trgpe be Merkle trees over D, constructed using
binary MHT and RAMT, respectively. For any tampered leaf d;,
let Dy(d;) C Tyt and Dy (d;) S Trane denote the sets of
internal nodes whose values are affected by the modification of d;.
Then,

|Dmmt(d/i)‘ > |Dmht(dz)|

The detailed proof for Theorem 2 is provided in Ap-
pendix B of the supplemental document. It illustrates that
RAMTStego-EDIV accomplishes the goal outlined in Section
II.C, namely, the objective of robustness.

Theorem 3 (Tamper-Propagation Amplification of RAMT).
Let D = {dy,...,dn} with n > 4. Consider (i) a b-ary Merkle
tree Ty, over D for fixed b > 2 (with standard padding) and (ii)
the RAMT Tamt from equation (1) and (2). Count as internal
all non-leaf nodes (parents and auxiliaries). For a uniformly
random leaf index J, let Ap(J) and Ayami(J) be the number
of internal nodes whose hash values change after replacing d j by
d'; # d ;. Under equal proof length (auxiliaries recomputable, not
transmitted), we have

E[Aramt(J)] > E[Ab(J)L

]E[Aramt(J)] > |—10g2 ’fL~| + 17 (7)

E[Ay(J)] = [log, n].

The detailed proof for Theorem 3 is provided in Ap-
pendix B of the supplemental document. It illustrates that
RAMTStego-EDIV accomplishes the goal outlined in Section
2.3, namely, the objective of robustness.

Theorem 4 (Security). Let D be a dataset of the AV and
cached at an ES. Let R = RAMT(D) be the root of a RAMT
computed using a collision-resistant hash function H, and let
R = r1,...,mx € {0,1}* denote its bitwise representation.
Suppose the bits r; are embedded and transmitted over a TCP flow
using the proposed steganography. Then, under the assumption
that H is collision-resistant and the embedded bits are uniformly
random, the RAMTStego-EDIV protocol is secure against differ-
ent types of internal attacks by untrusted ES and external attacks
by the untrusted backhaul network.

The detailed proof for Theorem 3 is provided in Ap-
pendix B of the supplemental document. It illustrates that
RAMTStego-EDIV accomplishes the goal outlined in Section
I1.C, namely, the objective of security.

Theorem 5 (Embedding Cost of RAMTStego-EDIV). Let
R € {0,1}* be the RAMT root generated over a dataset D,
and let R = r1,72,...,7) denote its binary representation. In
the RAMTStego-EDIV protocol, where these bits are embedded
into TCP packet headers using parity-based fields, the total com-
putation cost of embedding is O(\).

The detailed proof for Theorem 4 is provided in Ap-
pendix B of the supplemental document. It illustrates the
embedding cost of the proposed RAMTStego-EDIV.

Theorem 6 (Dual-Carrier Coded Covert Channel: Reliabil-
ity and Indistinguishability). Let R € {0,1}* be encoded
by a binary linear code C' with blocklength n., dimension k.,
and error/ferasure radius t. Interleave the n. coded bits across
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m = [n./2] TCP packets using two carriers per packet:
(i) SNP—payload-length parity via at most +1 byte pad; (ii)
WSP—uwindow-size LSB wvia at most +1 increment. Let the
embedder use Bernoulli smoothing with parameter p € (0, 1).
(Reliability) If per codeword the adversary corrupts at most
t carrier symbols (bit flips or erasures), decoding succeeds with
probability 1. Under i.i.d. carrier loss with probability p < t/n.,

Pr[decode fail] < eXp( — ne D(;- || p)),

where D(a|lp) =
divergence.

(Indistinguishability) Let (X,Y") € {0, 1}? denote the clean
joint law of (payload parity, window LSB) and let U be uniform
on {0,1}2. If 6o = TV((X,Y),U), then the post-embedding
pair (X,Y) satisfies

TV((X,Y),U) < &+ p.

Hence, no detector can distinguish embedded from clean traffic
with an advantage exceeding do + p.

aln2 4 (1 — a) lnt—g is the binary KL

The detailed proof for Theorem 6 is provided in Ap-
pendix B of the supplemental document. It demonstrates
that the dual-carrier covert channel achieves the extended
objectives of reliability and indistinguishability.

5 EXPERIMENTAL RESULTS ANALYSIS

In this section, we present comprehensive experiments
under controlled adversarial settings to evaluate the secu-
rity, robustness, and efficiency of the proposed RAMTStego-
EDIV framework, particularly by comparing its perfor-
mance with established EDIV solutions.

5.1 Experimental Settings

We present comprehensive experimental results to eval-
uate the effectiveness of our proposed RAMTStego-EDIV
scheme. Each experiment is repeated 50 times, and the
results are averaged unless otherwise stated. All experi-
ments are conducted using Python 3.11 on a computing
system equipped with an Intel Core i5 processor (1.3 GHz)
and 16GB of RAM. While the main evaluation empha-
sizes mechanism-level scalability and robustness under con-
trolled experimental settings, the supplementary document
additionally includes a real-world device-to-device trans-
mission study to assess the practical feasibility of the TCP-
based covert channel over a real TCP network stack. Specif-
ically, the proof-transmission mechanism is validated across
two heterogeneous physical machines connected through
a local Wi-Fi network, thereby providing complementary
evidence beyond abstract simulation.

5.1.1 Baseline Approach

To evaluate the effectiveness of the proposed
RAMTStego-EDIV framework, we compare its performance
against existing state-of-the-art EDIV methods. Specifically,
three representative baseline schemes are considered:
EDI-V [15], EDI-S [11], and ICL-EDI [7]. These methods are
selected due to their widespread adoption in the literature
and their use of MHT-based or cryptographic verification
mechanisms.

TABLE 2: Parameter settings

Parameters Value Varied Value Fixed
Edge Scale (n) 10, 20, 30, 40, 50, 60 50
Data Scale (k) 16, 32, 64, 128, 256, 512 256
Data Size (ds) 16, 32, 64, 128, 256, 512, 1024 256
Corrupted data Ratio (C'r) 0.01, 0.02, 0.03, 0.04, 0.05 0.03
Proof tampering Ratio (ptr) 0.01, 0.02, 0.03, 0.04, 0.05 0.04

5.1.2 Performance Evaluation Metric

To assess the effectiveness of the proposed RAMTStego-
EDIV framework, we consider both conventional EDIV
metrics and robustness-oriented metrics. The conventional
EDIV metrics include computation cost and communication
cost, which evaluate processing efficiency and communica-
tion overhead, respectively. In addition, we use precision
and Stealth Transmission Integrity (STI) to assess resilience
against data tampering and transmission-side interference.
Precision measures whether corrupted and intact states
are correctly identified during verification. In contrast, STI
evaluates the reliability of the covert proof-transmission
channel itself. Specifically, STI is defined as the proportion
of covertly transmitted integrity proofs that are successfully
reconstructed at the verifier without corruption or disrup-
tion in transit:

STI = ]jv—“ x 100%, (8)

tx

where N, denotes the total number of transmitted covert
proofs and Ngyc. denotes the number of proofs that are
correctly recovered and reconstructed by the AV. Thus, STI
captures transmission robustness rather than the classifica-
tion correctness of the EDIV decision.

5.1.3 Parameter Settings

To comprehensively assess the efficacy of RAMTStego-
EDIV, we define the evaluation parameters listed in Table 1,
following the conventions established in previous EDIV
studies [7], [9], [11]. Edge Scale (n) denotes the total number
of ESs participating in the verification process, which varies
between 10 and 60. Data Scale (k) indicates the total number
of data blocks maintained by the AV and distributed across
ESs. Data Size (ds) represents the size of each data replica,
measured in kilobytes. Corrupted Block Ratio (cr) specifies
the proportion of corrupted blocks within each compro-
mised replica, defined as the ratio of tampered blocks to
the total number of blocks. The selected cr range (1% —5%)
reflects low-to-moderate localized corruption, which is rel-
evant in MEC settings where attacks may be sparse and
selective. Proof Tampering Ratio (ptr) denotes the pro-
portion of integrity proofs that are tampered with during
transit. Likewise, the selected ptr range (1%—5%) represents
moderate backhaul interference and is used to evaluate
the resilience of the covert proof-transmission mechanism
under increasing levels of in-transit manipulation. These pa-
rameter ranges are intended as representative stress settings
for the two vulnerabilities studied in this work, rather than
as claims of exact prevalence across all MEC deployments.
For each evaluation, a single parameter is adjusted while
the remaining parameters are maintained at their default
values. The experiments are systematically repeated, and
the results are recorded to derive the mean values, ensuring
a robust and thorough analysis [7], [11].
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5.2 Experimental Results Related to Robustness

To evaluate system robustness, we assess precision, an-
alyze the framework’s resilience to internal threats, and
examine the tamper-propagation characteristics of RAMT
(see Appendix C.A in the supplementary document). We
also measure the Stealth Transmission Integrity to quantify
the resilience of the dual-parity covert channel.

5.2.1 Precision

We conduct a comprehensive analysis to evaluate the
precision of the proposed RAMTStego-EDIV, examining the
factors that influence the precision with the baseline meth-
ods.

- Impact of cr: To assess the effectiveness of each method
in accurately detecting corrupted data blocks, we evaluate
the precision across varying levels of cr (1% to 5%). As
depicted in Fig. 5(a), all methods demonstrate a rising trend
in precision as the corruption ratio increases. This suggests
that the detection mechanisms become more effective when
a higher proportion of blocks are genuinely corrupted.
Among the compared techniques, RAMTStego-EDIV con-
sistently achieves the highest precision, maintaining near-
perfect accuracy even at low corruption levels and reaching
100% precision at a 5% corruption ratio. This highlights its
strong ability to avoid false positives while reliably detect-
ing actual integrity violations. In contrast, while EDI-V, EDI-
S, and ICL-EDI also show improvements with increased
corruption density, their precision is relatively lower in
the 1-2% range, indicating reduced reliability under sparse
corruption. These results suggest that RAMTStego-EDIV
offers superior trustworthiness and precision, particularly
in environments with low but critical corruption.

- Impact of ptr: To examine the robustness of each method
under adversarial transmission conditions, we vary the ptr
to simulate the deliberate corruption of integrity proofs
during transit. As depicted in Fig. 5(b), the precision of
conventional methods such as EDI-V, EDI-S, and ICL-EDI
declines progressively as ptr increases from 0% to 4%,
reflecting their sensitivity to tampered or malformed proof
messages. Such degradation likely results from increased
false positives due to mismatched or unverifiable proofs.
In contrast, RAMTStego-EDIV maintains 100% precision
across all tested ptr levels, demonstrating strong resilience
against transmission-layer manipulation. This robustness
is attributed to its steganography-based proof embedding
within TCP headers, which enhances resistance to tamper-
ing and supports consistent verification. These findings con-
firm that RAMTStego-EDIV not only performs well under
ideal conditions but also sustains high precision in adver-
sarial communication environments, making it a compelling
choice for integrity-critical edge applications.

5.2.2 Robustness Against Internal Threats

To assess the robustness of RAMTStego-EDIV against
internal adversaries, we conducted a controlled evaluation
involving three common internal threat scenarios: replay
attacks, proof replacement, and forgery attempts. As shown
in Table 3, each attack type was executed in 50 indepen-
dent trials, totaling 150 adversarial attempts. In all cases,
RAMTStego-EDIV achieved a 100% detection success rate,
indicating its capability to consistently recognize malicious
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Fig. 5: Precision analysis.

TABLE 3: Evaluation of RAMTStego-EDIV security against
the internal threats

: False Hash
Attack No. of Detection . A
Type Trials ~ Success Rate E’Z?gwe 8%2;?;;
Replay 50 100% 0% 0
Replace 50 100% 0% 0
Forgery 50 100% 0% 0
Overall 150 100% 0% 0

or reused integrity proofs. Moreover, the system exhibited a
0% false positive rate, confirming that no legitimate proofs
were mistakenly flagged as tampered with. Importantly,
no hash collisions were observed across all trials, further
validating the cryptographic soundness of the Merkle-based
proof structure embedded via TCP steganography. These
results demonstrate that RAMTStego-EDIV is highly re-
silient to common internal manipulation strategies, making
it a strong candidate for secure and trustworthy edge data
verification in adversarial environments.

5.2.3 Stealth Transmission Integrity

To evaluate the resilience of covert integrity proof de-
livery, we measured the STI of RAMTStego-EDIV and
baseline methods under varying levels of ptr. Following
the definition in Section 6.1.2, STI denotes the percentage
of transmitted proofs that are successfully reconstructed
at the verifier without corruption or disruption during
transit. Therefore, a higher STI indicates that the proof-
transmission mechanism is more robust to in-transit tam-
pering and packet-level interference. As shown in Fig. 6,
RAMTStego-EDIV consistently maintains near-perfect STI,
starting at 100% when ptr is 0% and only slightly declining
to 98.7% at ptr = 4%, demonstrating its high resilience
to transmission-layer tampering. In contrast, the baseline
methods show a sharper degradation. Specifically, EDI-V
drops from 100% to 96.5% with just 1% tampering and
further declines to 84.3% at ptr = 4%. EDI-S and ICL-EDI
follow similar trends, with STI values falling to 82.7% and
86.6%, respectively, under the same conditions. These re-
sults highlight RAMTStego-EDIV’s robustness in preserving
proof integrity despite active tampering attempts, primarily
due to its lightweight, distributed steganographic embed-
ding across TCP headers. In contrast, traditional methods
that rely on explicit transmission of integrity proofs are
more susceptible to disruption, emphasizing the advantage
of covert and resilient transmission strategies in adver-
sarial environments. The supplementary document further
reports a real device-to-device transmission experiment over
two heterogeneous machines connected via Wi-Fi. The pro-
posed scheme achieved 100% proof-bit extraction accuracy
with 0% packet loss across 10 independent trials. Although
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Fig. 6: Stealth transmission integrity.

not a full MEC deployment, this result provides practical
evidence that the covert channel operates reliably across
heterogeneous endpoints and a real TCP network stack.

5.3 Experimental Results Related to Existing EDIV
5.3.1

We conduct a comprehensive analysis to evaluate
the time consumption across different stages of the
RAMTStego-EDIV process, examining the factors that influ-
ence the duration of each stage.

Computation Cost in the Initialization Stage

- Impact of k: To assess the initialization overhead in-
troduced by each method, we measured computation cost
in seconds across varying data scales ranging from 16 to
512 data blocks. As shown in Fig. 7(a), all methods ex-
hibit an increasing trend as the number of blocks grows.
RAMTStego-EDIV maintains comparable performance with
existing approaches, recording 8.3 seconds at 16 blocks
and 21.1 seconds at 128 blocks. At the largest scale of 512
blocks, its cost rises to 90.6 seconds, which remains in line
with EDI-V (91.35 s) and EDI-S (89.36 s). ICL-EDI demon-
strates slightly better efficiency, reaching only 84.6 seconds
at the same scale, due to its lightweight initialization logic.
While RAMTStego-EDIV introduces moderate additional
overhead for proof embedding and Merkle root preparation,
it scales linearly and remains practically feasible across data
volumes.

- Impact of ds: We further analyzed the initialization cost
concerning the increase in data sizes, from 32 KB to 1024
KB, as shown in Fig. 7(b). All methods show consistent
cost growth as the data volume increases. RAMTStego-EDIV
begins at 10 seconds for 32 KB and reaches 120.8 seconds
for 1024 KB, performing slightly better than EDI-V (170.36
s) and closely tracking EDI-S (120.36 s). ICL-EDI maintains
the lowest initialization cost (165.5 s at 1024 KB), but the
performance gap narrows at larger scales. These results
confirm that RAMTStego-EDIV remains efficient during the
setup phase while providing enhanced security through its
steganographic initialization process.
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Fig. 7: Computation cost in the initialization stage.

(a) Impact of k

Computation Cost in the Verification Stage

10

- Impact of n: To examine how verification cost scales with
the number of edge servers, we evaluated each method
across increasing edge scales from 10 to 60 nodes. As shown
in Fig. 8(a), all methods exhibit a linear increase in computa-
tion cost with edge scale. RAMTStego-EDIV incurs slightly
higher overhead compared to the baselines, with a peak
cost of 678.4 s at 50 nodes and 1298.9 s at 60 nodes. This
increase is attributed to the additional processing required
for the extraction of embedded proofs. EDI-V and EDI-S
follow a similar growth trend, while ICL-EDI demonstrates
slightly better performance at moderate scales (e.g., 567.5 s
at 50 ES) but converges with other methods at higher scales.
Despite the modest increase, RAMTStego-EDIV remains
computationally feasible for large-scale edge environments.
- Impact of k: We further analyzed the verification cost
related to the number of data blocks. All methods show
predictable growth as the data scale increases from 16 to
512 blocks, as shown in Fig. 8(b). RAMTStego-EDIV per-
forms comparably with EDI-V and EDI-S at lower scales
and incurs a slightly higher cost at the maximum scale
(1401.5 s at 512 blocks). This overhead is expected due
to the reconstruction of the Merkle tree by RAMTStego-
EDIV from steganographically embedded proofs. ICL-EDI
remains the most efficient method across the data scale, but
the performance gap narrows as the block count increases.
- Impact of ds: Lastly, we evaluated how varying input data
sizes, from 32 KB to 1024 KB, affect computation cost, as
shown in Fig. 8(c). RAMTStego-EDIV shows a smooth and
consistent growth trend, with costs increasing from 45.7 s at
32 KB to 1298.7 s at 1024 KB. While ICL-EDI performs best
across smaller data sizes, RAMTStego-EDIV’s performance
remains close and competitive. The slightly higher over-
head stems from its steganographic payload parsing and
verification process but remains within acceptable limits for
practical applications.

5.3.2 Communication Cost

In RAMTStego-EDIV, integrity proofs are transmitted
covertly by embedding the 256-bit RAMT root into stan-
dard TCP packets. This is achieved through a dual-parity
embedding strategy, where one bit is encoded in the parity
of the TCP payload length (SNP) and another in the least
significant bit of the TCP window size (WSP), effectively
transmitting two bits per packet. As a result, 128 packets
are sufficient to transmit a complete 256-bit proof. In the
worst case, each packet may require up to two bytes of
modification—one for adjusting the payload length parity
and another for tuning the window size. This results in a
total communication overhead of approximately 256 bytes
per proof, which is negligible compared to standard TCP
packet sizes (typically around 1,500 bytes). Importantly, this
embedding process does not alter the functional behavior
of TCP and introduces no statistically detectable patterns,
thereby preserving stealth against eavesdropping and ma-
nipulation.

Fig. 9 illustrates the communication cost comparison un-
der varying edge server scales and data scales. In Fig. 9(a),
as the number of edge servers increases from 10 to 60,
existing methods such as EDI-S, EDI-V, and ICL-EDI show
a rapid increase in communication cost due to explicit proof
transmissions. In contrast, RAMTStego-EDIV maintains a
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TABLE 4: Ablation study under ptr = 3% and ¢r = 3%.

Config. Precision STI Det. Tamp.

(%) (%) (%)
RAMT + Stego Tx (Full) ~ 100.0  99.1 100.0
RAMT + Std. Tx 100.0 723 100.0
Binary MHT + Stego Tx 87.4 98.8 87.4
Binary MHT + Std. Tx 87.4 71.8 87.4

nearly constant and minimal overhead regardless of the
number of edge servers. Similarly, Fig. 9(b) shows the trend
as the data scale increases from 16 to 512. The baseline meth-
ods again incur growing communication costs, whereas
RAMTStego-EDIV demonstrates excellent scalability with a
flat communication footprint. These results confirm that the
steganographic transmission scheme of RAMTStego-EDIV
is not only lightweight but also inherently scalable with
respect to both network and data dimensions.
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5.4 Ablation Study

To isolate the contributions of the proof structure and the
transmission mechanism, we evaluated four configurations
under a representative adversarial setting with ptr = 3%
and ¢r = 3%: (i) RAMT + Stego Tx (full RAMTStego-
EDIV), (ii) RAMT + Std. Tx, (iii) Binary MHT + Stego TXx,
and (iv) Binary MHT + Std. Tx. Here, Stego Tx refers to
the proposed dual-parity covert transmission mechanism,
while Std. Tx refers to ordinary explicit transmission of
the integrity proof without steganographic embedding. The
contribution of RAMT is evident by comparing the first
and third rows, as well as the second and fourth rows. In
both cases, replacing Binary MHT with RAMT improves
precision by 12.6 percentage points and increases detected
tampering from 87.4% to 100.0%. This confirms that RAMT
strengthens proof robustness by amplifying tamper propa-
gation.

The contribution of Stego Tx is observed by compar-

ing the first and second rows, as well as the third and
fourth rows. In both cases, replacing standard proof delivery
with steganographic transmission substantially improves
STI. Specifically, STI increases from 72.3% to 99.1% for
RAMT-based proofs and from 71.8% to 98.8% for Binary-
MHT-based proofs, yielding an average gain of approxi-
mately 26.9 percentage points. Most importantly, the full
RAMTStego-EDIV configuration achieves the best overall
performance, with 100.0% precision, 99.1% STI, and 100.0%
detected tampering. This shows that RAMT and Stego Tx
are complementary and jointly necessary for end-to-end
protection in adversarial MEC environments.

5.5 Extended Experiments

We conducted extended experiments to evaluate the
transmission reliability, latency, and computation cost as-
sociated with constructing the RAMT, thereby further val-
idating the reliability and timing efficiency of the pro-
posed RAMTStego-EDIV framework. Detailed results are
provided in Appendix C.B to Appendix C.D of the sup-
plementary material. The findings show that the stegano-
graphic transmission scheme consistently delivers integrity
proofs under real network conditions without incurring
packet loss, reordering, or protocol-level disruptions. The
embedded bits were extracted accurately with 100% success
in all trials. Additionally, the observed latency and jitter
remained within acceptable thresholds, confirming that the
embedding process introduces minimal timing overhead
and preserves the functional integrity of the TCP protocol.
The computation cost results further confirm that RAMT
achieves enhanced robustness without compromising effi-
ciency.

6 RELATED WORK

Early research on cloud data integrity (CDI) [20], [21]
established foundational schemes such as Proof of Re-
trievability (PoR) [22], [23] and Provable Data Possession
(PDP) [24]. These methods enable an application verifier to
verify the integrity of remotely stored files via probabilistic
proofs. Despite their influence, many PoR- and PDP-based
solutions depend on a trusted third-party auditor (TPA) [25],
introducing complexities in trust delegation and security
guarantees. Moreover, as edge computing scales to encom-
pass numerous geographically dispersed nodes, directly
applying CDI methods becomes inefficient, prompting the
need for customized EDI solutions [4].

EDI-specific methods typically follow an interactive
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TABLE 5: Related work comparison

Transmission

Internal ~ External

Scheme Proof Generation Overhead

Security Attack Attack
Tong et al. [5] PDP / PoR X X X Moderate
Li, et al. [15] MHT-based X v X Medium
Lietal. [11] ECC-based X v X High
Li et al. [26] Offloaded to ES X v X High
Li et al. [27] MHT X v X High
Cui et al. [7] Homomorphic X v X Moderate
Dinget al. [12] ~ Dynamic arrays X v X Moderate
Zhao et al. [6] Smart filtering X v X Medium
Proposed RAMT v v v Low

challenge-response paradigm, where an AV or TPA peri-
odically challenges ESs and collects integrity proofs. Tong
et al. [5] were among the first to explore EDI, adapting
PDP from the cloud domain and extending its theoretical
guarantees in [10], but facing limitations in multi-replica
environments [26]. MHT-based schemes, such as EDI-V [15],
improve verification efficiency yet still incur significant
communication overhead and rely on probabilistic checks.
Conversely, Li et al. [11] introduced EDI-S, using ellip-
tic curve cryptography for deterministic guarantees, albeit
with increased computation cost. Other approaches, such
as CooperEDI [26], offload verification to ESs, reducing
AV load but increasing bandwidth usage. EdgeWatch [27]
eliminates TPAs by incorporating blockchain incentives but
introduces on-chain transaction delays that reduce overall
efficiency. Additional schemes address computation and
update complexity. Cui et al. [7] presented ICL-EDI, which
uses homomorphic signatures for simplified verification,
while Ding et al. [12] proposed EDI-DA, a dynamic data
verification scheme leveraging index-single linked table
structures and dynamic arrays. However, these methods still
rely on regular challenge-response interactions, which may
not scale well.

To optimize verification in large-scale environments,
Zhao et al. [6] proposed a Smart Inspection Algorithm (SIA)
to selectively challenge unreliable replicas, later expanding
it into a dynamic verification assignment strategy. However,
most methods lack an end-to-end solution for replica fil-
tering and scheduling that balances overhead and integrity
assurance. Batch verification techniques [10] accelerate proof
aggregation but typically require a TPA, raising privacy con-
cerns [28] and potential adversarial exploits [29]. A learning-
based method has also been explored for anomaly filtering
in [8], yet standard federated aggregation (e.g., FedAvg) re-
mains vulnerable to accuracy loss under data heterogeneity.
A summary comparison of these representative methods,
including their ability to resist internal and transmission
attacks, is presented in Table 5. As shown, while previous
work primarily focuses on integrity-proof generation, they
neglect secure transmission, leaving EDIV systems vulnera-
ble to man-in-the-middle tampering. In contrast, this is the
first transmission-protected EDIV protocol using in-packet
steganography to combine a robust Merkle structure with
a secure, stealthy transmission protocol designed for harsh
network conditions.

7 CONCLUSION AND FUTURE WORK

This paper presented RAMTStego-EDIV, a novel two-
layer framework designed to enhance the resilience and
security of EDIV in adversarial and resource-constrained
environments. To ensure robustness against forgery and
localized tampering, we introduced the RAMT, a ternary
hash structure that combines real and auxiliary nodes to
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produce tamper-evident integrity proofs. To address vul-
nerabilities in transmitting these proofs over untrusted net-
works, we developed a dual-parity steganographic scheme
that covertly embeds verification data into TCP proto-
col fields, ensuring secure and unobtrusive transmission.
Our theoretical and experimental analyses confirm that
RAMTStego-EDIV effectively mitigates critical threats such
as interception, tampering, and replay attacks while main-
taining low communication overhead—an essential feature
for edge computing applications. The current transmission
design is intended for TCP-visible environments, in which
the required protocol fields remain observable and usable.
By jointly addressing structural and transmission-layer vul-
nerabilities, the proposed framework offers a practical and
scalable solution to ensure the integrity of trustworthy data
at the network edge.

Future work will therefore focus on extending the
framework beyond the current deployment scope. In par-
ticular, one important direction is to design alternative
covert transmission mechanisms for settings in which the
TCP-visible carriers used in this work are hidden, trans-
formed, or unavailable, such as TLS-protected or QUIC-
based environments. Future work will also explore more
adaptive steganographic embedding strategies that respond
to dynamic network conditions and adversarial behaviors.
Extending RAMTStego-EDIV to multi-hop edge architec-
tures and integrating cross-layer anomaly detection are
also promising directions for broadening its applicability.
Another important direction is to assess robustness under
practical network interference such as packet normalization,
field rewriting, and traffic manipulation by middleboxes.
Finally, future extensions may include designing stronger
covert channels with improved statistical indistinguisha-
bility, adaptive embedding control, and integrated error-
correcting codes to further enhance proof transmission re-
silience under adversarial conditions.
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