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Abstract—Ensuring Edge Data Integrity (EDI) is imperative in
providing reliable and low-latency services in mobile edge com-
puting. Existing EDI schemes typically address single-vendor (App
Vendor, AV) single-server (Edge Server, ES), single-vendor multi-
server, and multi-vendor multi-server scenarios, which consider a
single data replica cached by an ES from the AVs. However, the
most practical scenario of Multi-Vendors and Multi-Servers with
Multiple Data (MVMS-MD) cached by an ES from different AVs
remains unexplored. Current solutions struggle when applied to
this scenario due to increased computation and communication
costs in the verification process across all ESs using the classical
challenge-response per-data multi-round strategy. To tackle this
issue, we propose a Multiple EDI-Verification (MEDI-V) approach
in this paper. In particular, our MEDI-V utilizes an adaptive Merkle
Hash Tree (ad-MHT) to efficiently generate a tree of multiple
data replicas within each AV. Next, the dynamic mechanism com-
putes minimal verification information using ad-MHT to create
a challenge for individual ESs to produce EDI proofs. The ES
then leverages its ad-MHT and the ES’s proof to send the re-
constructed ad-MHT root to the AV for verification. Theoretical
insights into MEDI-V’s correctness, efficiency, security, and com-
prehensive evaluations demonstrate its superiority in addressing
MEDI issues in the MVMS-MD scenario.

Index Terms—Adaptive merkle tree, data integrity verification,
edge computing, edge data integrity, minimal verification
information, single-round proof generation.

I. INTRODUCTION

HE surge in edge devices, such as smartphones/mobile
devices, Internet of Things (IoT) devices, and autonomous
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vehicles, has surpassed the growth witnessed in traditional com-
puting systems [1]. According to recent statistics, the number
of edge devices globally is projected to reach 17.08 billion in
2024 [2]. However, new challenges arise with the rapid surge in
edge devices, such as the efficiency and dependability of data
processing. Over the past decade, cloud computing has emerged
as a solution to address the growing need for computing and
storage capacity. Cloud services promise scalable and reliable
options by offering centralized data storage and processing
capabilities [3], [4]. Despite its advantages, cloud computing has
its limitations when the number of edge devices increases, par-
ticularly in achieving prompt and efficient communication [5].

Therefore, Mobile Edge Computing (MEC) has emerged as
a paradigm shift in computing architecture in recent years to
deal with these issues [6]. In particular, MEC has been in-
troduced as a transformative solution to overcome the latency
issues of traditional cloud-centric architectures and minimize
communication delays by bringing computation closer to the
data source [7]. This shift from centralized cloud servers to
distributed edge devices is particularly advantageous for ap-
plications that require quick responses, such as augmented re-
ality, autonomous vehicles, and industrial automation [8], [9].
Despite the benefits of MEC, a significant complexity arises
in managing edge data. Unlike traditional cloud environments
where a cloud App Vendor (AV) controls the stored data, the
decentralized nature of edge infrastructure raises concerns about
data control and verification [10]. This underscores the need to
thoroughly examine edge data verification mechanisms to ensure
the integrity of the processed cache data at the Edge Server
(ES) [11]. Ensuring Edge Data Integrity (EDI) is critical not
only for technical accuracy but also for its significant impact on
society, human development, and economic stability. Reliable
data verification supports accurate decision-making in essential
sectors like healthcare, finance, and energy, thereby fostering
trust in digital systems and protecting against potential risks to
public safety and economic stability. This motivates an in-depth
examination of the EDI problem, where the difficulty lies in
ensuring the reliability of data replicas stored on ESs, which
is a critical consideration for AVs navigating the intricacies of
MEC [11].

Existing EDI schemes have been designed to accommo-
date three distinct scenarios: (a) Single-vendor single-server,
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Fig. 1. The challenge-response mechanism: (a) existing per-data multiple
rounds approach; (b) proposed per-edge single round approach.

where an ES caches a single data replica d from a single
AV [12]; (b) Single-vendor multi-server, where multiple ESs
cache a single data replica d from a single AV [13], [14]; and
(c) multi-vendors multi-servers, where multiple ESs cache the
same single data replica d from multiple AVs [15]. However,
the most practical scenario in the real world, i.e., Multi-Vendors
and Multi-Servers with Multiple Data (MVMS-MD), where an
individual ES caches multiple data from multiple AVs, remains
largely unexplored.

The detailed literature review provided in Section VIII high-
lights the difficulties of existing solutions in extending their
applicability to address our identified MVMS-MD scenario.
These challenges underscore the need for novel approaches
tailored specifically to handle the complexities of multi-vendors
and multi-server scenarios with multiple data replicas cached
by an ES. Most importantly, the difficulty arises primarily due
to the uniform verification process for each data replica of
individual AVs across all ESs, which employs a challenge-
response per-data multi-round approach [11]. Consequently,
extending the existing methods to verify the Multiple EDI
(MEDI) under the MVMS-MD scenario reveals a notable is-
sue. Specifically, each AV must undergo the same verification
process with all corresponding ESs using the challenge-response
mechanism. For instance, Fig. 1(a) represents the existing clas-
sical challenge-response mechanism and Fig. 1(b) represents
the proposed challenge-response mechanism. It can be seen
that there is a difference in the number of challenge-responses
between Fig. 1(a) and (b). Each data item cached by the ES
requires a separate challenge and corresponding response from
the AV. This means that for n data replicas, n challenge-response
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interactions are needed. If the ES caches m data replicas from
k AVs, the total number of interactions increases significantly,
contributing to higher communication costs. As the number of
cached data items grows, the volume of communication between
the AVs and the ES increases linearly. For large-scale deploy-
ments where ESs cache data from numerous AVs, this results in
high communication costs. Moreover, each challenge-response
interaction typically involves executing a cryptographic hash
function to verify data integrity. Repeatedly performing this
hash function for each data item exacerbates computation costs.
For instance, if a hash function is executed n times for n data
replicas and each execution takes a certain amount of processing
time, the total computation load can be considerable, especially
under high data loads. Furthermore, while caching at the ES
provides reduced latency and improved bandwidth utilization
in MEC, these traditional per-data multiple-round verifica-
tion approaches are unsuitable for environments with a wide
range of AVs, necessitating a per-edge single-round verification
approach.

To address the issues of MEDI under the identified MVMS-
MD scenario, we propose a novel approach termed MEDI-
Verification (MEDI-V), which effectively mitigates computa-
tion and communication costs. Specifically, the proposed MEDI-
V approach uses a per-edge single-round challenge-response
mechanism that requires only a single round to verify all data
replicas at an ES caching from multiple AVs. This significantly
reduces the number of interactions and associated computation
costs. In particular, our proposed MEDI-V approach first intro-
duces an adaptive Merkle Hash Tree (ad-MHT) to efficiently
generate a tree of multiple data replicas within an individual
AV. Compared to conventional Merkle Hash Trees (MHTs) like
binary or ternary trees, ad-MHT offers substantial advantages.
Its suitability stems from the ability to handle the dynamic nature
of data cached by ESs in real-world deployments. These servers
may cache any number of replicas, making ad-MHT the opti-
mal choice. It then invokes a dynamic mechanism to compute
Minimal Verification Information (MVI) using the ad-MHT,
generating minimal auxiliary information to create a challenge
for the individual ES to produce the EDI proof within the ES.
MVI is necessary to reconstruct the ad-MHT root as proof of
data replicas because the ES may not cache all the data replicas
from the AVs. The ES then responds with the reconstructed
ad-MHT root to the AV for verification. Finally, the individual
AV performs the verification using its ad-MHT and the ES’s
generated proof. Note that, in the proposed method, each AV
operates independently and conducts its own verification pro-
cess. For example, in Fig. 3, ES; caches data replica d; from
AV} and ds and d3 from AV5,. During the verification process,
AV7 can only verify dy, while AV5 can verify ds and ds. Thus,
each AV verifies its data replicas without relying on others. In
contrast, in Fig. 2(c), an ES can cache the same data replica from
multiple AVs. Since the data is identical, any AV can verify its
integrity, leading to a lack of independence among the AVs in
this scenario. We provide theoretical insights into our MEDI-V
approach with security dimensions and thoroughly evaluate the
proposed scheme in terms of MEDI verification accuracy and
efficiency (i.e., computation and communication costs).
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Fig. 2.  Existing MEC scenarios: (a) Single-vendor (AV") single-server (E.S)
caches a single data replica d; (b) Single-vendor (AV') multi-server (E'S1, E'Sa,
and ES3) caches a single data replica d; and (c) Multi-vendors (AV; and AV3)
multi-servers (ES1, ES2, ES3, ESy, ES5, and ESg) cache the same single
datareplica d (e.g., ES2 and E'S4 cache the same data replica d from both AV}
and AVs.

[dr]dz]ds] [d2]ds] [d2]ds[do | [dr]d2]ds]|[di]dr]ds]

Fig. 3. An illustration of the identified MVMS-MD MEC scenario. MVMS-
MD MEC is a real-world practical demonstration of a cloud-edge data caching
mechanism where multiple ESs (ES1, ESy, ES3, ESjand ES5) cache mul-
tiple data (dy, d2, d3, dsand d5) from multiple AVs (AV7and AV3).

The main contributions of this paper are summarized below.

® We propose a MEDI-V approach for MEDI verification
using a single-round approach in a real-world practical
MVMS-M scenario that features multi-vendors multi-
servers, where each ES caches multiple data replicas from
different AVs.
® We introduce a novel mechanism for building an ad-MHT
to handle multiple data replicas within individual AVs
which can be substantially faster compared to conventional
MHT (12.42% to 36.34% faster in our work).

® We present a dynamic mechanism to compute MVI for
minimal auxiliary information generation, required to re-
construct the ad-MHT root at the ES for proof generation.

® We provide a theoretical analysis for MEDI-V regarding its
correctness and conduct a thorough experimental analysis
to demonstrate its efficiency. From our experiments, it is
evident that the communication cost of MEDI-V is 4.33 x
10% to 4.12 x 10° times faster than existing methods.

The remainder of the paper is organized as follows. Section II
discusses the overview of the MVMS-MD integrity verification
problem. Section III presents the core methodology of the pro-
posed MEDI-V scheme, while Section I'V describes and outlines
the details of the proposed ad-MHT creation and dynamic
computation of MVI. Section V discusses the details of the
MEDI-V approach. Section VI provides the theoretical analysis
of MEDI-V’s correctness. Section VII experimentally evaluates
MEDI-V against the potential existing approaches. Section VIII
reviews the related work. Finally, Section IX summarizes this
paper and points out some future works.
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TABLE I
KEY SYMBOLS AND NOTATIONS
Notation  Meanings
D The original data
ES; i'" ES
AV, ith AV
MAV AV Group
MES ES Group
i i'h data replica in D
Hash() Specified hash function
!

H The representation of leaf or intermediate nodes
l The level of ad-MHT tree

Eid; The id of the respected ES

Aid; The id of the respected ES

rs The random seed

m The number of AVs

n The number of Edge Node

k The number of data replica

ds The size of each data replica

ss Sampling scale in each audit round

cr Corrupted data Ratio contain in D
TABLE II
ACRONYMS

Acronym Definition

AV Application (App) Vendor

ES Edge Server

EDI Edge Data Integrity

MVMS-MD  Multivendor Multiserver with Multiple

Data MEC Scenario

MEC Mobile Edge Computing

MHT Merkle Hash Tree

ad-MHT Adaptive MHT

MAV Multiple AV

MES Multiple ES

MEDI Multiple EDI

MEDI-V Proposed Framework (Multiple EDI Verification)

MVI Minimum Verification Information

II. MVMS-MD INTEGRITY VERIFICATION
PROBLEM OVERVIEW

We assume that communication within the MEC environ-
ment takes place through secure channels without additional
delays, which is an assumption commonly made in existing
literature [13], [15], [16]. In this section, we present an overview
of the MVMS-MD scenario, a motivational example, and an
overview of our problem model. Table I presents key notations
and Table III represents the acronyms used throughout this
article.

A. MVMS-MD Scenario Overview

In the MVMS-MD scenario, the complexity of verifying the
integrity of multiple AVs’ different data compared to single data
from single or multiple AVs (as depicted in Fig. 2) at the ESs
is notably different. In particular, the authors of the existing
MEC scenario in Fig. 2(c) considered that AVs outsource a
single data replica to multiple ESs. It is seen in Fig. 2(c) that
six different ESs (ESy, ESs, ES3, ESy, ES5, and ESg) cache
the same data d from two different AVs (AV;and AV5). On the
other hand, in our proposed MVMS-MD scenario, each ES can
cache multiple data replicas from different AVs. As shown in
Fig. 3, fivedifferent ESs (E 51, ESy, ESs, ESy,and ESy) cache
multiple data (dy,ds, ds3,ds, and ds) from two different AVs
(AV7 and AV5). As an instance, F/S; caches d; from AV} and
do and d3 from AV,. In this way, we can establish that each
existing scenario in Fig. 2 is a special case of our more generic
MVMS-MD scenario (Fig. 3). In particular, when the number
of AVs, ESs, and data replicas in the MVMS-MD scenario is all
one, it aligns with the single AV single ES scenario, as illustrated

Authorized licensed use limited to: Deakin University. Downloaded on June 24,2026 at 02:19:47 UTC from IEEE Xplore. Restrictions apply.



ISLAM et al.: MULTIPLE EDGE DATA INTEGRITY VERIFICATION WITH MULTI-VENDORS AND MULTI-SERVERS IN MOBILE EDGE COMPUTING

in Fig. 2(a). Next, when the number of AVs and data replicas
in the MVMS-MD scenario is all one but the number of ESs is
more than one, it is compatible with the single AV multiple ESs
scenario, as depicted in Fig. 2(b). Finally, when the number of
AVs and ESs in the MVMS-MD scenario is more than one but
the number of data replicas is single and the same, it aligns with
the MVMS-SD scenario, as in Fig. 2(c).

B. Motivational Example

In the MVMS-MD MEC environment, the collaboration be-
tween AVs and ESs creates a dynamic scenario where multiple
data replicas from different AVs are cached by an ES to cater to
individual user needs, as depicted in Fig. 3. Unlike traditional
setups with single-vendor single-server, single-vendor multi-
servers, and multi-vendor multi-server with single data, this
real-world setting (MVMS-MD) poses additional difficulties as
it requires maintaining MEDI. To better illustrate this scenario,
consider a user who relies on MEC services that seamlessly
cache data from various AVs, such as AWS, Google, Amazon,
etc., to optimize their application experiences. The user’s pref-
erences and requirements dictate the caching decisions made by
the ESs, which results in a different array of cached data replicas.

The convergence of diverse applications creates opportuni-
ties to optimize network performance. For instance, imagine a
mobile content aggregation app utilizing data from news arti-
cles, social media updates, and personalized recommendations.
MEC infrastructure could cache frequently accessed data from
different AVs and consequently reduce the latency. Similarly, in
a location-based service integrating data from mapping, navi-
gation, and local business recommendations, MEC could cache
relevant data to enhance the user experience. Additionally, in
IoT applications such as smart city deployments, MEC could
cache data from various AVs responsible for city management,
and enable real-time analysis and decision-making at the edge.

Ensuring EDI becomes a daunting task as the volume and
variety of data from multiple AVs grows rapidly. The difficulty
lies not only in verifying each cached data replica but also in
developing efficient mechanisms that can adapt to the ever-
changing landscape of AVs and user preferences. Addressing
this scenario requires innovative solutions that go beyond con-
ventional approaches presented for single-vendor single-server,
single-vendor multi-servers, or multi-vendors multi-servers with
only a single data cached by an ES from an AV, hence acknowl-
edging the complexity introduced by the coexistence of multiple
AVs and ESs with caching multiple data from the AVs. Our
work endeavors to address the intricacies of these difficulties and
aims to provide insights and methodologies to enhance MEDI
verification in MVMS-MD MEC scenarios.

C. Model Formulation

In our proposed MVMS-MD scenario, the MEC system con-
sists of two discrete entities that are (i) m multiple AVs, denoted
as M AV, and (ii) n multiple ESs, represented as M E'S. Each
AV has multiple data replicas, denoted as M D.
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Definition 1. (Multiple AVs, MAV): An MAV group M AV =
{AVy, AV, ..., AV, } consists of m(m > 2) different AVs,
where

e Each AV AV, € M AV has cached its original data replicas
D; on ESs, where D; = {d;,ds,...,dx} € MD.

e Each AV can cache data on a set of ¢ ESs out of n ESs:
MES ={ES;,ESs,...,ES,}, where ¢ > 1.

e Each AV is responsible for creating an ad-MHT (discussed
in Section IV-B) initially and initiating verification chal-
lenges by creating M VI (discussed in Section IV-C).

Definition 2. (Multiple ESs, MES): An MES group M ES =
{ES1,ESs,...,ES,} consists of n (n > 2) different ESs,
where

e Each ES can cache the data from a set of MAVs. Each ES
caches all or a subset of data from each AV.

e We presuppose the independent operation of each ES,
with no collaboration or collusion among them, similar
assumption found in many works, e.g. [13], [17]. Upon
receiving a verification request from the AV, each ES is
tasked with showing evidence that attests to the integrity
of its cached data.

Definition 3. (The MEDI-V Problem in the MVMS-MD Sce-
nario): In the context of the MVMS-MD scenario, the MEDI-V
problem entails acomplex MEC mechanism, where an ES within
the MES caches diverse data from the AVs of the MAV. As
illustrated in Fig. 3, two AVs, AV} and AV5, cache multiple
different data replicas in their datasets, i.e., D1 = {d1,ds,d4},
and Do = {ds,ds5, dg}, respectively. Different ESs then cache
different data from different AVs, e.g., £S7 caches d; and ds
from AV; and dy from AVs, etc. As such, MEDI-V needs
to be achieved through diverse mechanisms and algorithms
implemented at both the AVs and the ESs under this MVMS-MD
MEC scenario.

D. Threat Model

We considered the AVs to be honest and trustworthy,1 and
all ESs operate independently without collusion while acknowl-
edging the possibility of fraudulent behavior from individual
ESs. In our work, we focus on replay attacks, replace attacks,
and forgery attacks, which are relevant to edge data integrity
verification within the proposed framework. Other attacks such
as spoofing [18], data leakage [19], outsourcing, Byzantine, and
collusion [20] are not considered due to their misalignment with
our model’s assumptions. Specifically, we exclude spoofing and

!"This assumption is well-grounded and aligns with the literature (e.g., [13],
[14], [15], [17], [22], and [33]). The collated reasons are explained as follows.
AVs are responsible for maintaining data integrity and ensuring their contents’
authenticity. Given that AVs have a vested interest in safeguarding their rep-
utation and credibility, they are generally seen as having little incentive to
engage in malicious activity. If AVs are malicious, our MEDI-V approach—and
the aforementioned related works—would be ineffective, as a dishonest AV
could manipulate verification results, overlook or even promote data corruption,
and collaborate with external attackers. A potential extension to address this
risk could involve incorporating blockchain-based verification mechanisms,
enabling decentralized trust without relying on any single AV. This approach
would allow all parties to verify data integrity, even in cases of dishonest AVs.
However, integrating blockchain methods would notably increase computational
costs and diverge from the primary focus of our work.
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Fig. 4. Data tracking on the ES side.

data leakage attacks because we assume honest AVs and TPAs
are not involved. Outsourcing and collusion attacks are omitted
as our model assumes no interconnection among ESs. Addition-
ally, we assume no Byzantine attacks [20] exist for simplicity;
similar assumptions hold in [21]. Our analysis encompasses both
intentional and unintentional threats as follows:

Replay Attacks: The replay attack aims to deceive the AVs into
accepting outdated or forged integrity proofs, resulting in the
false verification of data integrity. This attack can compromise
the reliability of the data integrity verification process, allowing
the ES to present misleading evidence that the data replicas
are intact when, in reality, they might have been altered or
compromised.

Replace Attacks: A replacement attack initiated by an ES inre-
sponse to an AV’s request for data integrity verification involves
the malicious substitution of authentic data with unauthorized
or compromised information. In this case, the adversarial ES
intercepts the AV’s request for data integrity verification and
strategically replaces genuine integrity proofs with manipulated
or fraudulent counterparts.

Forgery Attacks: Dishonest ESs may forge integrity proofs
of cached data before sending it to the AV, compromising data
integrity and deceiving the vendor’s integrity auditing process.

E. Design Goals

Given the outlined MVMS-MD scenario and thread model,
our proposed MEDI-V approach should meet the following
design objectives.

Correctness: MEDI-V ensures that AVs are capable of ac-
curately verifying the integrity of data replicas at ESs through
verification algorithms.

Efficiency: MEDI-V prioritizes efficient time complexity and
minimal communication cost, catering to resource-constrained
ESs and AV demands, ensuring a balanced approach.

Security: MEDI-V should thwart any attempts by dishonest
ESs to engage in replay attacks, replace attacks, or forgery
attacks.

III. KEY TECHNIQUES
A. Cross-Edge Batching

In the context of the MVMS-MD MEC scenario, MEDI-V
facilitates the consolidation of locally cached data from various
AVs for each ES, as illustrated in Fig. 4. This enables AVs to
perform a comprehensive integrity verification of the batch in a
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single round. As shown in Fig. 4, E.S; hosts a batch that includes
datareplicasdy, dg, dy, ds and dg from AV;,and z1, 2o, 4 from
AV5. This process results in the formation of cross-edge-specific
batches, ensuring that each batch contains only the data pertinent
to the respective ES and AV.

B. MHT-Based Authentication

In a conventional setting, a single AV may be associated with
either a single ES or multiple ESs. In contrast, our MVMS-MD
scenario involves multiple AVs and multiple ESs, each caching
different data from the various AVs. Consequently, the verifi-
cation process for such MEDI generally necessitates multiple
rounds of data verification. However, in our proposed MEDI-V
approach, an ad-MHT is constructed by each AV that provides
an efficient mechanism in a single round of verification.

C. Data Tracking in AVs and ESs

Each AV maintains an index list of the original data for
each ES to track which data is locally cached by each ES. To
better illustrate our innovative linked list-based coordination
mechanism, consider Fig. 4. It is observed that F'S; caches
data replicas dy, ds, dy4, and d5 from AV} and x1, x5, and 3
from AV5. During integrity verification, AV; is responsible for
independently verifying dy, ds, d4, and ds5, while AV, verifies
x1, T2, and x4. AV cannot verify the data replicas from AV5
(x1, x2, and x4), and vice versa. To facilitate such independent
data integrity verification, our linked list-based coordination
mechanism enables each AV to maintain index lists of the
original data for each ES, allowing them to track which data
is locally cached by each ES. As shown in Fig. 4, AV has
the original data list D = dy, ds, d3, dy, d5, dg, and AV; has the
original datalist X = z1, x9, x3, x4. F'S7 caches the data dy, da,
dy,and ds from AV; and 21, 22, and 24 from AV5. Consequently,
AV creates the index list ES; = [1, 2,4, 5], and AV; creates the
linked list ES7 = [1,2, 4] to conduct the integrity verification
independently. On the ES side, to track data from multiple AVs,
each ES maintains a single linked list and stores the starting
pointers of individual AV list pointers, as depicted in Fig. 4. For
example, £'S; contains data dy, ds, d4, and ds from AV7, and
x1, T2, and x4 from AV5. Therefore, F/.S; creates a single linked
list and maintains two pointers to track the data from different
AVs.

D. MVI Computation

To minimize computation and communication costs, MVI is
computed to reconstruct the ad-MHT. MVI refers to a set of
essential details required by the AV when issuing a verification
challenge to the ES. Each ES, in turn, requires the MVI to recon-
struct the adaptive tree root. The concept of MVI ensures that the
verification process is carried out efficiently and with minimal
resource consumption. It involves providing only the necessary
information needed for the ES to reconstruct the ad-MHT’s root
to verify the data’s integrity. This approach minimizes the load
on both the AV and the ES, making the verification process more
agile and resource-effective.
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dp dy d3 |dg4 ds

de d7 dg

Fig. 5. An instance of the traditional binary MHT.

E. Single Round Verification Process

Multiple AVs request integrity checks for each ES in a single-
round verification process. Conversely, each ES receives re-
quests from multiple AVs due to its caching of data replicas from
various sources. Each AV generates a singular request to each
ES, including the generated M V1. In response, each ES provides
the ad-MHT root, reconstructed by MVI, and locally cached
data. AVs then verify data integrity by comparing ad-MHT roots
from both the initiating AV and responding ESs in a single round.
This streamlined process ensures efficient verification of cached
data integrity across multiple ESs.

IV. ADAPTATION OF MHT AND DYNAMIC COMPUTATION
OF MVI

A. Limitation of Traditional MHT

The conventional MHT is a binary tree created based on a set
of datareplicas. As illustrated in Fig. 5, given a dataset compris-
ing eight data replicas, the corresponding MHT comprises eight
leaf nodes. Each leaf node represents an individual data replica
and stores its corresponding hash value. Pairwise, every two
nodes form a parent node, such as nodes Hi and H2 combining
to create node H? as their parent. This construction process is
iteratively applied until the root node of the MHT is formed, as
depicted by H{ in Fig. 5.

In practical cases, the quantity of data replicas frequently
deviates from being an exact power of 2. Moreover, the height
of the MHT grows proportionally with the augmentation of
data replicas. Consequently, constructing MHT roots becomes
more time-intensive with an increasing number of data replicas,
given the necessity to generate parent nodes through child hash
values. An alternative approach to this issue involves adopting
a ternary MHT rather than the traditional binary structure. In
ternary MHT, each parent node accommodates three children
instead of two. This modification allows for a more flexible and
efficient representation of data replicas, potentially mitigating
the time-consuming nature of constructing MHT roots when
the number of data replicas is not an exact power of 2. On
the other hand, a quaternary tree, where each parent node ac-
commodates four children, or a tree structure involving an even
greater number of branches, like five or six children, is expected
to be more intricate than binary and ternary MHTs. However,
this heightened complexity poses issues during the creation and
management of the MHT, potentially offsetting the advantages
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Level 0

Level 1

Fig. 6. An instance of the proposed ad-MHT.

Fig. 7. An example of ternary MHT.

gained from the adaptability of the ternary structure. While the
ternary MHT presents a promising solution to the limitations
associated with binary MHTs, it introduces difficulties when
creating an additional branch in each parent node, differentiating
it from the binary counterpart. For instance, consider a ternary
tree as shown in Fig. 7. If the number of data replicas is 6, using
a ternary MHT initially creates an extra branch, which adds
complexity when calculating the root on the server side. While
this extra branch contributes to the adaptability of the ternary
MHT, and can accommodate a larger range of data quantities, it
also brings about an initial computation cost. In scenarios where
the dataset is sparse or comprises only a few data replicas, this
additional branch may lead to unnecessary complexity and re-
source consumption during the initial construction of the MHT.
To address these aforementioned problems, we introduced an
ad-MHT, which is constructed based on the number of leaf nodes
(data replicas). The details of the construction of ad-MHT are
discussed below.

B. ad-MHT

Adaptive Merkle Hash Tree (ad-MHT) can be described as a
data structure in which each non-leaf node can have either three
or two children, depending on the availability of leaf nodes or
intermediate nodes on each level. The tree’s construction follows
a bottom-up approach, dynamically adjusting the number of
children for each non-leaf node based on the specific configura-
tion of the available nodes in the structure. The adaptability of the
MHT allows for efficient representation and verification of data
integrity, making it particularly useful in scenarios where the
number of elements or nodes may vary dynamically. ad-MHT is
constructed by considering the number of available leaf nodes or
intermediate nodes () at each level. The construction follows the
following rules while the detailed pseudo-code of the ad-MHT
construction is illustrated in Algorithm 1.

e We consider three cases: (i) If the number of nodes (r) is

greater than twice the maximum number of children (2n),
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where n = 3, or (ii) if r is equal to 3, or (iii) if r is less
than twice the maximum number of children but greater
than 3, and the modulo of r is greater than or equal to 2,
when creating an ad-MHT using a ternary structure where
Parent = hash(z, y, 2), and z, y, and z are the siblings of
ad-MHT.

e Otherwise, for each set of three leaf nodes or intermediate
nodes x and y, a parent node is created using two children
(binary) as Parent=hash(x, y).

ad-MHT is a structured tree with a specific order. Each node
within this tree includes two sequential numbers denoting its
level (1) and position (p) within that level. In the context of an
ad-MHT, the level (/ ) starts at 1 and increments in a bottom-up
manner. Consequently, the leaf node is assigned a level of 1, and
its parents are assigned levels 2in increasing order, such as 2 for
the immediate parent, and so on. Nodes situated at the same level
are arranged in order from left to right, with the leftmost node
on any level being assigned a position of 1 (p=1). Subsequent
nodes on the same level are assigned sequential positions, with
the second node having a position of 2, and so forth. A node at
level [ with a position p is represented as H ]f)

Fig. 6 displays a 3-level ad-MHT featuring 9 nodes created
from edge data containing 6 data replicas. Each node at level 3
(1=2) holds the hash value of its corresponding data replica (e.g.,
node H. § holds the hash value of data block d3). Non-leaf nodes
store the hash values of all their child nodes (e.g., node H? holds
the hash values of nodes H{, H2, and H}). ad-MHT begins by
establishing 6 leaf nodes at level 3 (1=2). These leaf nodes serve
as the foundation for creating two intermediary parent nodes (H2
and H2) utilizing the ternary MHT structure. Moving to level 2
(1=1), where only 2 nodes are available, ad-MHT constructs its
root (H3) using a binary MHT structure.

C. MVI for ad-MHT Reconstruction

MVI plays a crucial role in providing additional contextual
information to each ES individually during the MEDI verifi-
cation process. This supplementary information is provided by
the AV to the ES for reconstructing the ad-MHT root. Since
multiple data replicas originate from different AVs, there is a
possibility of some data replicas being absent in the ES. To
construct the ad-MHT root in the ES and generate proof for
data integrity verification, it is necessary to transfer the missing
data replicas to the ES. In particular, for a given ES denoted as
E'S;, the AV formulates MVI by leveraging the record index list
derived from the data cached by F'S; and its initial ad-MHT. This
proactive generation of MVI precedes the transmission of an
integrity investigation request to F.S;, ensuring that the ES can
effectively utilize this supplemental information for constructing
the ad-MHT root based on its local dataset. The term “minimal”
in MVI is aptly chosen because it signifies the creation of the
minimum information required for reconstructing the ad-MHT.
For instance, as illustrated in Fig. 8(a), local caching by any
ES; includes data elements di,ds,dy, and ds. To properly
reconstruct the ad-MHT, ES; requires information about the
non-cached data elements (H3 and H}), which is supplied by
the AV. In contrast, as depicted in Fig. 8(b), if an £S5 caches 1,
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Algorithm 1: Construction of the ad-MHT.

Require: The original data list, D.
Ensure: The ad-MHT root node.

1: procedure Construct_ad-MHTD

2 function HASHDATA (data)

3: return hash(data) > Hash function for the data
4: end Function

5: Initialize an empty queue, Q).

6 Q.enqueue(HASHDATA(D)) t> Insert hashed data

into Q@
7:  while Q.Size() > 1do
8: r < Q.Size()
9: while » > 1 do
10: if r > 3and r%3 = 2) or r > 6 or r = 3 then
11: x + Q.dequeue() > 1st node in current Q
12: y < Q.dequeue() > 2nd node in current Q)
13: z + Q.dequeue() t> 3rd node in current )
14: Q.enqueue(HASHDATA ({z, y, z}))
15: r—r—3
16: else
17: 2+ Q.dequeue() > 1st node in current Q)
18: y < Q.dequeue() > 2nd node in current
19: Q.enqueue(HASHDATA({z, y}))
20: réTr—2
21: end if
22: end while

23: end while
24:  root < Q.dequeue() > The root node of ad-MHT
25: end procedure

(=) (=)

(1] (1) (1) ()
govdoe dobdos
d; | [ d d; | | a3 XX x3

(a) (b)
Fig. 8. The ad-MHT for creating MVI (a) ES caches d;, da, d4, and d5 data

(b) ES caches =1, x2, and z3 data replicas.

T, and x3, the non-cached data elements x4, x5, and xg need
to be sent by the AV to the ES. However, the proposed MVI
simplifies this process by requiring only H3 to be sent by the AV
for the accurate reconstruction of the ad-MHT. Consequently, the
term “minimal verification information” aptly characterizes this
streamlined approach, emphasizing efficiency and precision in
the MEDI verification process. The pseudocode for constructing
MVI is given in Algorithm 2. The procedure details and data
structure at each step are illustrated in Fig. 9. Next, we outline
the main steps of Algorithm 2. Initially, the cache data nodes list
is Data = {H{, H}, H}, the MV I(A;) and Stack are empty.
The following steps are recursively run until there is no element
(node) in the stack Stack.
e The root node is pushed into the Stack.
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Fig. 9. Construction of MVI: Initially, the leaf nodes list Data =
{H],H}, H}} of D;. We then create an empty stack, S, and the corresponding
empty MVI, A;. After applying Algorithm 2, all initial nodes in Data are
traversed at the end of step (g), and the final MVI becomes A; = {HZ}.

s o [ [ [ | |
® Daa H H H A’El:|
w0 [ | ||

(g) Data H} H}  Hj

e |

App Vendors

Step 1: Initialize the parameters and random functions|
Step 2: Construct ad-MHT using the original data D
and stores the root

Phase 1
Initialization

Req;=<AV, rs, g, ssMVI> |

I Generates the Audit Request

|AV; Creates the MVI;
AV; Creates the MVI;

Reql- =<AVI-, rs, g, ss,MVII-> 1

Proof (R;)

Integrity Proof

Verify if Ri=Rj L
Phase 3 — Reconstruct Roots using the
Verification Verify if Rj=R; Proof (Rj) locally cached data and MVI

b ot

Fig. 10.

The proposed MEDI-V framework.

¢ A node is popped from the Stack. For the popped node,
the ad-MHT’s left node, middle node, and right node
are traversed (post-order tree traversal). These nodes are
pushed onto the Stack until a leaf node appears in the
Stack.

¢ Nodes are continuously popped from the Stack and
searched for in the Data list. If found, the node is marked
as traversed; otherwise, it is pushed into A; as an M V[
corresponding to lines 11 through 25 of Algorithm 2 and
Fig. 9(d) and (e).

V. MEDI-V META-APPROACH

In our entire proposed MEDI-V approach, the AV utilizes a
challenge-response mechanism to verify the integrity of its edge
data replicas. This evaluation can be conducted periodically or
initiated as needed. The Proposed framework is illustrated in
Algorithm 3 and depicted in Fig. 10 that consists of three main
phases. In the initial phase, the AVs generate the necessary
parameters, calculate data replica hashes, and construct the
ad-MHT for each ES. In the next phase, the AV initiates the
audit request by creating the MVI for each ES and utilizing
the generated parameters. Following this phase, the verification
takes place between the AVs and ESs. Below we describe the
three phases in detail.

Phase 1: Initialization
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Algorithm 2: Construction of the MVI.

Require: Cache data node list Data, ad-M HT.

Ensure: MVI + A;.

1: procedure Create_MVIData,ad-MHTr>
ISLEAFNODE is a function to check if any node is a
leaf node or not.

2 function IsLeafNodenode

3 return node.level== 1 ? True: False

4. end Function

5: > CHECKINDATA is a function to check a node

belonging to already cache data.

6 function CHECKINDATA(Data, node)

7: return node in Data
8
9

end Function
i S<ad— MHT[Root]

11:  while S # () do

12: t < S[TOP]

13: if ISLEAFNODE(?) then

14: if CHECKINDATA(Data, t) then
15: Data.remove(t)

16: S[—1].remove(t)

17: else

18: Al —t

19: end if

20: else

21: S.append(t.right — child)

22: S.append(t.middle — child(i favailable))
23: S.append(t.left — child)

24: end if

25: end while
26: end procedure

Step 1. Initializing Parameters: AVs mandate utilizing two
distinct random functions to thwart the “replay and forge at-
tacks” described in Section II-D: one for creating the security
code g and another for generating the random seed rs. The
parameters s and sample scale ss jointly decide the sample data
replicas. These functions create random sample data replicas that
prevent replay attacks. Throughout each inquiry, the AVs and all
ESs share the parameters ¢ and rs. However, upon initiating
a new investigation round, it is imperative to regenerate the
parameters g and rs, ensuring that the newly generated random
parameters differ from their predecessors.

Step 2. Creating Data Hash and Constructing ad-MHT: The
AV is involved in computing data hashes for each data replica
using a hash function, such as SHA-256, similar to the function
used in [11], [13], [14], [15], [16], [21], [22]. While there are
many alternatives to SHA-256, such as MD5 [23], SHA-3,
and Whirlpool, these hash algorithms are unsuitable for use
in diverse MEC scenarios for calculating hash values due to
vulnerabilities to collision attacks, relatively small hash sizes,
and the lack of a distributed verification mechanism [23]. Notice
that in the existing EDI verification literature, SHA-256 is pre-
dominantly used solely for hash calculation, not for the overall
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Algorithm 3: MEDI-V Meta Algorithm.

Require: Original data D, random functions, parameters.
Ensure: Verification status for each AV.

1: procedure MEDI-VD

2 Root, R; <+ Construct_ad — MHT(D)

3: for each App Vendor AV; do
4:
5

MVI; < Create_MVI(D, AV;)
Send(MVI;, ESy)
> Send MVI to Edge Server E'S,

6: end for
7: for each Edge Server £'S), do
8: Root,
R; < Reconstruct_ad — MHT (D, MV I;)
9: Send(R;, AV;)

> Send Reconstructed Root to AV, AV}
10: end for
11: for each App Vendor AV; do

12: if R; = R; then

13: VerificationStatus[AV;] < ”Success”
14: else

15: VerificationStatus[AV;] < "Corrupted”
16: end if

17: end for

18: Return VerificationStatus
19:  end procedure

EDIV process. To construct ad-MHT, the AV first determines the
sample data replicas based on the parameters g, rs, and ss. These
data hashes are then used to create ad-MHT using Algorithm 1,
with the root of ad-MHT serving as the key reference for proof
verification.

Phase 2: Request

In this phase, each AV creates an M VI based on the cache data
list and ad-MHT of the AV using Algorithm 2, for every ES that
caches data from this AV. At this stage, each ES may receive sev-
eral requests from multiple AVs. The AVs construct the request
information Reg; for each E'S; together with randomly gener-
ated parameters and the created MVI. The tuple Reg; is a com-
bination of five parameters: Req; =< Aid;,rs, g, ss, MV I; >,
where Aid; is the identity of each AV that is used to establish
communication between the AV and ES. Finally, the AV initiates
an integrity request for the £S; that caches data from that AV;.

Phase 3: Verification

Upon receiving a verification request (Req;) from AV, the
ES; meticulously verifies the AV’s ID Aid; to see if it matches
or not. If the identity is correct, the ES; proceeds with the
verification process. In contrast, if any inconsistencies or signs
of contradiction are detected, the ES; instantaneously rejects
the integrity proof, triggering the commencement of a new
integrity investigation specifically tailored for AV;. Initially, the
ES; is tasked with creating a data hash for each of its cached
data replicas, a procedure akin to Step 2 in the initialization
phase. Subsequently, ES; generates the data hash for each
replica by employing the security code g, random seed s, and
sample scale ss, compiling the cache data list. Following this,
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E'S; proceeds to construct the ad-MHT using MV I; and the
sampled data list, as illustrated in Algorithm A.S1 and Fig.
S1 of the supplemental document. The root of the ad-MHT
acts as the integrity proof for E.S;. Upon completion, E.S;
is provided with proof R; and returns to the corresponding
AV.

When the AV receives a verification response Res; from E.S;,
it begins by verifying the integrity proof R; included in the re-
sponse. The process starts with verifying the identity of Fid;. If
the identity is legitimate, the AV continues with the verification.
If not, the AV rejects the integrity proof and initiates a new in-
tegrity investigation for £//S;. The AV then determines the correct
integrity proof using the root of the ad-MHT generated in Phase
1, which contains the accurate values of the integrity proofs.
Finally, the AV compares the received Ri with the expected R;. If
they match, itindicates that the data stored in ES; is intact. If they
do not match, it suggests that the data in £5; is corrupted, and
further investigation is needed to identify which data replicas are
affected.

VI. THEORETICAL RESULT ANALYSIS

This section provides the theoretical analysis that includes the
correctness, effectiveness, and security of the proposed MEDI-V
approach, along with further examination of the attributes of
ad-MHT.

A. Correctness Analysis

To validate the correctness of our MEDI-V approach, we first
prove its ability to accurately verify the integrity of sampled data
replicas. Subsequently, we demonstrate its capability to identify
data corruption with a guaranteed level of probability.

Lemma 1: If a cached data replica of an ES includes a
corrupted block among the sampled blocks, the integrity ver-
ification process during the corrupted block localization phase
will detect the corrupted block, provided that the Hash() function
demonstrates collision resistance.

The proof of Lemma 1 is provided in Appendix B.1 of the
supplemental document.

Theorem 1: Given a dataset D that consists of k data replicas,
D ={dy,da,...,dy},letcr = % represent the corruption rate
in data D, where kc is the number of corrupted data in D. Let
ns represent the sample data replicas within D. The proposed
MEDI-V approach can successfully detect corruption with a
probability of P that satisfies P > 1 — (1 — ¢r)"™*.

The detailed proof for Theorem 1 is provided in
Appendix B.1 of the supplemental document. It illustrates that
MEDI-V accomplishes the initial goal outlined in Section II-D,
namely, the objective of correctness.

B. Efficiency Analysis

The results of MEDI-V theoretical time complexity and com-
munication cost are presented in Table S1 of Appendix B.2 of
the supplementary document, where m represents the number
of AVs, n represents the number of ESs, and k represents the
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number of data replicas. A comprehensive examination is pro-
vided, which theoretically validates that MEDI-V achieves the
second objective outlined in Section II-D, namely, the efficiency
goal.

C. Security Analysis

Now, we demonstrate MEDI-V’s effectiveness in address-
ing the replay attack and the forge attack attacks outlined in
Section II-D.

Theorem 2: It can be concluded that the MEDI-V scheme
is secure against replay, replace, and forge attacks by an ES,
as long as the Hash() function is collision-resistant and the
random functions used are secure.

The proof for Theorem 1 is provided in Appendix B.3 of
the supplemental document. It illustrates that MEDI-V accom-
plishes the third goal outlined in Section II-D, namely, the
security objective.

VII. EXPERIMENTAL RESULT ANALYSIS
A. Experimental Settings

The section aims to assess the effectiveness of our pro-
posed MEDI-V approach in comparison to existing methods,
by considering computation time, corruption detection rate, and
communication cost as key metrics. The experiments are iterated
50 times, and the mean value is calculated for each iteration. All
experiments are implemented on a computing system equipped
with an Intel Core i5 CPU operating at 1.3 GHz and 16 GB of
RAM, utilizing Python 3.11.

1) Baseline Approaches: The following potential EDI ver-
ification methods are considered as baselines to validate the
efficiency of our proposed MEDI-V approach.

PDP-B [24]: The PDP-B scheme originates from a promi-
nent cloud data integrity verification model that involves AVs
initiating an inquiry into the integrity of all ESs. Within this
framework, ESs sample data blocks and produce a collection
of integrity proofs using randomly provided parameters. The
subsequent step involves AVs scrutinizing these proofs to assess
the integrity of the data stored by the ESs.

EDI-V [13]: EDI-V employs a centralized probabilistic
method utilizing a modified MHT. The fundamental procedure
involves AVs choosing essential parameters and transmitting
them to individual ESs. Subsequently, the ESs calculate and
return integrity proofs to the AVs, which then scrutinize each
proof to identify any instances of corruption.

ICL-EDI [22]: ICL-EDI employs a centralized approach to in-
corporate Third-Party Auditors (TPAs) for verifying EDI while
ensuring privacy preservation. Additionally, it proposes caching
verification tags on ESs using homomorphic verifiable tags to
reduce communication costs.

2) Performance Measure Metrics. Computation Time (CT):
The efficiency of the data integrity investigation process is com-
puted as CT by combining the computation time and communi-
cation time essential for both the AVs and all ESs to complete
the verification task. A reduced CT value signifies enhanced
performance.
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TABLE III
PARAMETERS SETTINGS

Parameters Value Varied Value Fixed
AV Scale (m) 2,4,8,16,32 16

Edge Scale (n) 10, 20, 30, 40, 50, 60 50

Data Scale (k) 16, 32, 64, 128, 256, 512 256

Data Size (ds) 16, 32, 64,128, 256, 512, 1024 256
Sample Scale (ss) 32, 64,128, 256, 512 128
Corrupted data Ratio (C'r) 0.015, 0.02, 0.025, 0.03 0.025

Corruption Detection Rate (CDR): The assessment of a
scheme’s CDR relies on the ratio of identified corrupted data
replicas to the overall count of corrupted data replicas. Enhanced
performance is indicated by a higher CDR ratio.

Communication Cost (CC): The quantification involves as-
sessing the overall CC incurred during the completion of the data
integrity investigation process between the AVs and all ESs.

3) Parameter Settings: To comprehensively assess the effi-
cacy of MEDI-V, we define the following parameters, as outlined
in Table III, aligned with the baselines works [12], [13], [22].

AV Scale (m): It denotes the number of AVs within the
MVMS-MD problem scenario, ranging from 2 to 32. ES Scale
(n): This parameter signifies the overall count of ESs to undergo
auditing within the MVMS-MD problem scenario, ranging from
5 to 100. Data Scale (k): The overall volume of data in the
AV is distributed among multiple ES instances. To enhance the
representation of real-world scenarios, we assign to each ES
the responsibility of caching any number of data replicas from
multiple AVs. Data Size (ds): It represents the size of each data
replica (KB as a unit). Sample Scale (ss): measured by the
number of sampled data blocks in each data replica. Corrupted
Block Ratio (C'r): The proportion of impaired blocks within
corrupted data replicas, is expressed as the ratio of the corrupted
block count to the overall number of blocks. For each evaluation,
asingle parameter is adjusted while the remaining parameters are
maintained at their default values. The experiments are system-
atically repeated/iterated, and the results are recorded to derive
the mean values, ensuring a robust and thorough analysis [12],
[13].

B. Experimental Results Related to Existing EDIV Methods

1) Computation Time: We conduct acomprehensive analysis
to evaluate the time consumption across different phases of the
MEDI-V process, examining factors influencing each phase’s
duration.

1) Time Consumption for Phase 1 (Initialization): Fig. 11
presents a visual representation of the time required for
the initialization phase across four distinct EDI schemes,
varying with m, ds, k, and ss while the detailed exper-
imental results are provided in Table S2 of the supple-
mented document. In Fig. 11(a), (b), and (c), our proposed
MEDI-V approach demonstrates optimality in this phase.
Additionally, Fig. 11(d) indicates that MEDI-V tends to
showcase a minimal time consumption, but EDI-V is
constant. To clarify this observation, we conducted the
following thorough analysis of the time needed for hash
operations carried out by the AVs. In the PDP-B approach,
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the calculation of hashes for individual sampling data en-
tails conducting k x sshash operations. Within the EDI-V
framework, the creation of the variable MHT necessitates
k x (2ds — 1) hash operations. In contrast, the ICL-EDI
technique involves 2k x ss hash operations for sampling
data. Conversely, our MEDI-V scheme constructs an ad-
MHT utilizing all data hashes, demanding (2ss x k — 1)
hash operations. Fig. 11(a) indicates that time consump-
tion is directly proportional to m. Furthermore, Fig. 11(b)
illustrates that an increase in ds results in heightened
computation cost due to prolonged computation times for
the Hash() function. Fig. 11(c) reveals a direct correlation
between time consumption and & for the PDP-B, EDI-V,
ICL-EDI, and MEDI-V schemes. These schemes involve
hash computations for data or ad-MHT construction based
on all data hashes. Lastly, Fig. 11(d) demonstrates that
PDP-B, ICL-EDI, and MEDI-V exhibit escalated time
consumption with larger ss values, whereas EDI-V re-
mains unaffected. This discrepancy arises because PDP-B,
ICL-EDI, and MEDI-V exclusively compute hashes for ss
sampled data, whereas EDI-V hashes all data.

Time Consumption for Phase 2 (Request): Fig. 12 illus-
trates the time consumption during the request phase by
the four competing schemes across varying configurations
of m, n, k, and ds while the detailed experimental data
are provided in Table S3 of the supplementary document.
Based on these results, it can be seen that MEDI-V consis-
tently surpasses PDP-B, EDI-V, and ICL-EDI in terms of
temporal efficiency across most of the parameter values. In
particular, Fig. 12(a) illustrates the impact of varying m on
computation efficiency across four approaches, revealing
a consistent increase in processing time as m increases.
This escalation stems from the heightened workload due to
the high number of AV, which requires additional rounds
of integrity proofs and requests to ESs for data replicas.
The direct correlation between m and computation time
is evident, with MEDI-V exhibiting lower time consump-
tion due to its single-round per-edge approach, despite
increasing m. Fig. 12(b) depicts the effects of changing
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n on efficiency, with all methods except MEDI-V experi-
encing increased time as n increase. MEDI-V maintains
almost constant times by constructing the MVI data struc-
ture, which is attributed to prolonged request generation
for corruption detection. This approach entails construct-
ing MVI in a per-edge, single-round fashion to authenti-
cate data integrity, thus minimizing computation time. A
notable feature of the MEDI-V approach is its minimal
time requirement, which is achieved by constructing MVI
exclusively for generating requests to each ES during
corruption detection.

In Fig. 12(c), MEDI-V demonstrates superior time effi-
ciency compared to PDP-B, EDI-V, and ICL-EDI as the
data scale k increases from 16 to 512. Despite all four
schemes experiencing elevated time requirements with
higher £ values, MEDI-V exhibits a less steep growth rate
in time consumption. For instance, at k=16, the average
time taken by PDP-B, EDI-V, ICL-EDI, and MEDI-V is
denoted by 191.22, 124.1, 183.17, and 11.36, respectively.
With an increase in k£ to 512, the corresponding time
consumption rises to 5307.92 (2775.82% increase) for
PDP-B, 3328.27 (2681.93% increase) for EDI-V, 5208.3
(2843.42% increase) for ICL-EDI, and 298.66(2629.05%
increase) for MEDI-V. The per-edge single-round method-
ology of MEDI-V incurs a lower computation cost com-
pared to PDP-B, EDI-V, and ICL-EDL.

Finally, in Fig. 12(d), MEDI-V demonstrates effective
time efficiency compared to PDP-B, EDI-V, and ICL-EDI
as the data size ds increases from 16KB to 1024KB. Here,
the time requirements for PDP-B, EDI-V, and ICL-EDI
approaches increase with higher ds, but MEDI-V remains
the same for increased ds. The reason is that, in this
phase, MEDI-V constructs an MVI data structure that is
unaffected by varying data sizes.

Time Consumption for Phase 3 (Verification): Fig 13
depicts the time allocated during the verification
phase by the four competing schemes across different
configurations of m, n, k, ss, and ds. In the scenarios
presented (Fig. 13(a)-(e)), MEDI-V consistently

Authorized licensed use limited to: Deakin University. Downloaded on June 24,2026 at 02:19:47 UTC from IEEE Xplore. Restrictions apply.



ISLAM et al.: MULTIPLE EDGE DATA INTEGRITY VERIFICATION WITH MULTI-VENDORS AND MULTI-SERVERS IN MOBILE EDGE COMPUTING

g
g

oz PDOP-B
W EDLY

o POPB
W EDLY

H

g
E

- (CLEDI
== MEDI-V

- (CLEDI
= MEDI-V

g g
3
H

;
i

H

g
Time Consumption (s)

Time Consumption (s)
g
Time Consumption (s)

s

H
g

020 30 4 s e
Edgee Scale

2 16

3 s 3
App-Vendors Scale

(a) Impact of AV Scale (b) Impact of ES Scale

Fig. 13.  Phase 3 time consumption.

outperforms PDP-B, EDI-V, and ICL-EDI in terms
of temporal efficiency across most parameter values.
Specifically, the graphical representations in Fig. 13(a)
and (b) illustrate the impact of varying m and n on
computation efficiency across four distinct approaches,
respectively. Increasing m in Fig. 13(a) results in con-
sistent growth in time expended by all methods, which is
attributed to the heightened workload on ESs for integrity-
proof computation, hence affirming a direct positive cor-
relation between m and time consumption. Conversely,
Fig. 13(b) shows that escalating n leads to proportional
time increments across approaches, as more ESs prolong
proof generation and corruption detection, hence affirm-
ing a direct relationship between n and time consump-
tion. Notably, MEDI-V exhibits lower time consumption
when compared with alternative approaches in both cases.
MEDI-V stands out for its lower time consumption due
to its streamlined verification process in a single round
by reconstructing the root of ad-MHT, emphasizing its
comparative advantage.

In Fig. 13(c), MEDI-V exhibits superior performance
in time consumption compared to PDP-B, EDI-V, and
ICL-EDI as k increases from 16 to 512. While all four
schemes experience increased time requirements with
higher k& values, MEDI-V demonstrates a slower rate
of time consumption growth. For instance, at £ =16,
the average time taken by PDP-B, EDI-V, ICL-EDI, and
MEDI-V is298.25s,260.89s,275.59s, and 204.65, respec-
tively. Upon increasing k to 512, the corresponding time
consumption rises to 3564.31s (1195.08% increase) for
PDP-B, 1065.36s (408.36% increase) for EDI-V, 3497.25s
(1269.01% increase) for ICL-EDI, and 380.91s (186.13%
increase) for MEDI-V. MEDI-V’s per-edge single-round
approach results in a smaller computation cost compared
to PDP-B, EDI-V, and ICL-EDI. Specifically, at k& val-
ues of 128, 256, and 512, MEDI-V’s time consumption
is, on average, 329.82%, 561.10%, and 935.74% lower
than PDP-B. Additionally, it is 181.88%, 255.69%, and
279.69% lower than EDI-V, and 292.86%, 526.47%, and
918.13% lower than ICL-EDI, respectively.

InFig. 13(d) and (e), a consistent pattern emerges concern-
ing the time consumption of PDP-B, EDI-V, and ICL-EDI,
whereas we provide the detailed experimental results in
Table S4 of the supplemented document. Notably, with an
increase in both the ss and ds, all three schemes exhibit
noteworthy escalations in time consumption. The augmen-
tation in ss demands a greater number of hash operations,
while the increase in ds results in prolonged hash com-
putation times. In particular, within PDP-B and ICL-EDI
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Fig. 14.  Corruption detection rate.

schemes, additional time is required for ESs to generate
integrity proofs for each data replica. Similarly, in the case
of EDI-V, ESs are mandated to generate a larger MHT
for each data replica. In contrast, MEDI-V demonstrates
a reduced time requirement when compared with EDI-V
for the reconstruction of the ad-MHT. Nevertheless, with
an increase in ds, corresponding to an increase in data
size, the time necessary for hash calculation experiences
a proportional rise. On the other hand, the reconstruction
of ad-MHT is less affected as ss increases from 32 to 512.
2) Corruption Detection Rate: In the methodology of PDP-
B, EDI-V, ICL-EDI, and MEDI-V schemes, a constant quantity
of datareplicas is sampled each time from available data replicas
for verification. Consequently, the effectiveness of their CDRs
is influenced by both ss and cr. The correlation between CDR
and various ss and corrupted data ratios cr is depicted in Fig. 14.
In specific, Fig. 14(a) illustrates the comparative analysis of
CDR among the evaluated methodologies including PDP-B,
EDI-V, ICL-EDI, and the proposed MEDI-V method across
varying ss from 32 to 256. Several key observations emerge
from the presented results. Initially, all methodologies achieve
nearly perfect CDRs approaching 100% as the ss increases
significantly. Conversely, when the ss remains relatively small,
the CDRs do not surpass 93%. This limitation stems from
the inherent probabilistic nature of sampling subsets from the
complete dataset, which may occasionally result in missing
corrupted data. Ultimately, the analysis underscores a positive
correlation between ss and CDRs. As ss increased from 32
to 256, the average CDR for PDP-B, EDI-V, ICL-EDI, and
the proposed MEDI-V also exhibited growth from 81.56% to
98.65%, 81.07% to 98.22%, 80.08% to 98.10%, and 81.88% to
99.87%, respectively. However, it is crucial to highlight that this
enhancement was accompanied by notable computation costs
for PDP-B, EDI-V, and ICL-EDI, as illustrated in Fig. 13(e). In
contrast, MEDI-V demonstrated a relatively lower overhead.
In Fig. 14(b), the impact of augmenting cr on the mean CDR
is explored while maintaining a fixed ss of 128. The outcomes
revealed a uniform trend across the four methodologies, where
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PDP-B, EDI-V, ICL-EDI, and MEDI-V register an incremen-
tal rise in average detection precision from 86.75%, 87.21%,
86.38%, and 87.09% to 98.83%, 98.71%, 98.07%, and 98.87%,
respectively, as cr progresses from 0.015 to 0.03.

3) Communication Cost: CC becomes apparent in Phase 2
and Phase 3, such as during the request and verification phase. In
Fig. 15, the comparative analysis illustrates the CCs associated
with integrity verification across various schemes, considering
the impact of m, n, k, and ss. Notice that the detailed experi-
mental findings are presented in Table S5 of the supplementary
document. In Fig. 15(a), the comparison of communication costs
is presented as m increases from 2 to 32. The impact of m on
the communication efficiency of all approaches is notable. The
reason lies in the increased m, leading to a substantial transmis-
sion (challenge-response) of integrity proofs between ESs and
AV for PDP-B, EDI-V, and ICL-EDI. In contrast, MVMS-MD
introduces a more complicated scenario between the AV and
ESs, which results in higher network traffic. Nevertheless, it is
important to note that MEDI-V, being a single-round verification
approach, contributes significantly less to the overall network
traffic. Across all cases, MEDI-V consistently yields 5072.33
times, 634.82 times, and 4975.9 times less network traffic
when compared with PDP-B, EDI-V, and ICL-EDI, respectively.
Fig. 15(b) illustrates the impact of n on CC. It is evident that as
n increases, there is a corresponding escalation in the communi-
cation cost across all methodologies, including PDF-B, EDI-V,
and ICL-EDI. This phenomenon stems from the necessity for
additional time to inspect more ESs, thereby requiring increased
network traffic for the transmission of integrity proofs. Notably,
MEDI-V consistently outperforms PDP-B, EDI-V, and ICL-EDI
across all scenarios, albeit with varying margins. Furthermore,
the majority of MEDI-V’s communication expenses occur at the
network edge, in contrast to backhaul networks such as PDP-B,
EDI-V, and ICL-EDI.

In Fig. 15(c), it is observed that the CC in MEDI-V remains
unaffected despite an increase in data scale k. Conversely, for
PDP-B, EDI-V, and ICL-EDI, the rise in & significantly influ-
ences the communication patterns. This discrepancy arises from
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the fact that larger &k values result in heightened communication
occurrences between ESs and AVs in PDP-B, EDI-V, and ICL-
EDI, as well as increased interactions among individual ESs.
Notably, MEDI-V exhibits no discernible impact from changes
in ds. Finally, Fig. 15(d) illustrates that the CC of EDI-V and
MEDI-V remain consistent across various ss. This consistency
arises from EDI-V providing proof that it is the root of an
MHT, and MEDI-V providing an ad-MHT, irrespective of the
ss. Conversely, only PDP-B and ICL-EDI notably impact CC
concerning Ss.

C. Adaptability Analysis of ad-MHT

We now analyze to evaluate the adaptability of the proposed
ad-MHT to other MHTS in terms of time consumption. When
examining the adaptability of ad-MHT, it is worth noting thatitis
affected by the data scale k. Fig. 16 provides a visual representa-
tion of the time required across three distinct MHT's which varies
with k. Although all three variants experience increased time
requirements with higher k values, ad-MHT exhibits a less steep
growth rate in time consumption. For instance, for £ = 16 , the
average times taken by binary MHT, ternary MHT, and ad-MHT
are 218.98s, 221.4s, and 227.3s, respectively. However, with
an increase in k to 2048, the corresponding time consumption
rises to 2787.4 (1126.3% increase) for binary MHT, 2298.4
(938.12% increase) for ternary MHT, and 2044.39s (833.69%
increase) for ad-MHT, in the case of the proposed MEDI-V. This
illustrates that ad-MHT reduces time consumption as the data
scale increases compared to binary and ternary MHTs.

D. Evaluation of MEDI-V Security

‘We have now experimentally verified the resilience of our pro-
posed MEDI-V framework against the specified attack model.
In particular, we have conducted an evaluation that simulated
the potential threats outlined in our attack model: replay at-
tack, replace attack and forgery attack. Each attack type was
individually applied to assess the MEDI-V model’s resistance
in the MVMS-MD MEC scenario in this experimental setup.
For replay attacks, previously generated integrity proofs were
stored and later resent by an ES in place of newly generated
proofs, simulating unauthorized reuse. For model replace at-
tacks, we have altered specific data within the ES’s cache and
then generated and transmitted a modified integrity proof to
the AV. Lastly, forgery attacks were tested by attempting to
generate integrity proofs without access to the original cached
data, challenging the system’s ability to prevent unauthorized
proof creation. Each attack was conducted across multiple trials,
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TABLE IV TABLE V
EVALUATION OF MEDI-V SECURITY AGAINST THE THREAT MODEL RELATED WORK COMPARISON
j False Hash R Auditi Security Challenge hitectural
Attack NO of Detection Positive  Collisions ieh};l;;seesnmhve Sclénlall‘?og] Assumption Response Screcnz:r(i?f) rra
Type Trials  Success Rate Rate Observed (AV-TPA-ES)2  Round ?
. - PDP-B[11] ATE TTS M SV-55-5D
Replay 50 100% 0% 0 EDI-V [13] AE T-U M SV-MS-SD
Replace 50 100% 0% 0 EDI—S [14] - A-E T-U M gV—Mg-gD
Forgery 50 100% 0% 0 ooperEDI [21 E-E i) M V-M3-5D
ICL-EDI [22] A-E T-U M SV-MS-SD
Overall 150 100% 0% 0 EdgeWatch [32] E-E U-U M SV-MS-SD
EDI-DA [33] A-E T-U M SV-MS-SD
MVMS-SA [15] A-E T-U M MV-MS-SD
DVA-P [35] A-E T-U M SV-MS-SD
MEDI-V (Proposed)  A- T-U S MV-MS-MD

with outcomes recorded in terms of detection success rate, false
positive rate, and hash collisions. The experimental results are
included in Table I'V. These results manifest that our MEDI-V
approach has defended each attack completely by achieving a
100% detection success rate, 0% false positive rate, and no hash
collisions.

VIII. RELATED WORK

Before the emergence of EDI, Cloud Data Integrity (CDI)
underwent extensive exploration [25], [26]. Prominent studies,
such as those on Proof of Data Recoverability (PoR) [27], [28]
and Provable Data Possession (PDP) [29], contributed signifi-
cantly to the understanding of CDI [30]. PDP, designed to verify
the integrity of data stored on remote servers through proba-
bilistic guarantees, has been subject to various adaptations [29].
However, many PDP variations rely on a trusted TPA [31]
and demand more computation resources, making them less
suitable for the specific requirements of EDI [16]. Likewise, PoR
entails additional storage and computation demands, rendering it
impractical for addressing the unique challenges posed by EDI.

Recognizing the limitations of traditional CDI approaches,
recent studies have delved into specialized techniques to ad-
dress EDI issues. Tong et al. [11] utilized the traditional PDP
scheme to verify the integrity of users’ data on ES. While their
primary focus was on safeguarding AV privacy, they did not
address the challenge of efficiently verifying the integrity of
large-scale data replicas from the perspective of AVs. Li et
al. [13] proposed EDI-V, utilizing a variable MHT and shuffled
data block samples for integrity verification. However, EDI-V’s
probabilistic nature and suboptimal efficiency in high-integrity
scenarios led to the development of MEDI-V, a probabilistic
guarantee scheme offering improved accuracy and efficiency.
In response to the limitations of EDI-V, Li et al. proposed
EDI-S, a full integrity guarantee-based scheme utilizing elliptic
curve cryptography [14], CooperEDI, a distributed consensus
mechanism-based scheme for efficiency improvement [21], and
EdgeWatch, a blockchain-based distributed verification scheme
resilient to Byzantine ES and targeted attacks [32]. Addition-
ally, Cui et al. [22] introduced ICL-EDI, leveraging homomor-
phic signature technology for computation simplicity, and Ding
et al. [33] proposed EDI-DA, a scheme supporting dynamic
updates of edge data replicas using Index-Single Linked Table
(I-SLT) and dynamic arrays. Batch verification techniques, as
investigated by Tong et al. [34], employ a TPA to aid in the
verification procedure. Nevertheless, the adoption of these meth-
ods escalates the intricacy associated with data integrity verifi-
cation and introduces potential privacy vulnerabilities.

I A-E (AV-ES); A-T-E (AV-TPA-ES); E-E (ES-ES)

2 T-T-S (Trusted AV, Trusted TPA, semi-trusted ES); T-U (Trusted AV-Untrusted
ES); T-T (Trusted ES-trusted ES); U-U (Untrusted ES-untrusted ES)

3 M-Multi-round; S-Single round

* SV-single AV; MD-multi AV; SS-single ES; MS-multiple ES; SD-single data; MD-
multi-data

Typically, most of the methods discussed above use a TPA. In
our proposed method, TPA is not employed as a verifier. The AV
itself verifies the data integrity, ensuring that the complexities
and concerns associated with TPA are not present in the proposed
methodology. Consequently, other types of attacks like spoofing
attacks [18] and data leakage attacks [19] are not considered
in the proposed model. Existing EDI solutions generally focus
on scenarios with a single AV and multiple ESs. To address
this limitation, Zhao et al. [15] developed a Smart Inspection
Algorithm (SIA) that pre-selects unreliable data replicas for
different AVs in each verification round by considering both the
Quality-of-Service (QoS) of cache services and the unverified
time of data replicas. Additionally, the work in [35] explored the
dynamic verification assignment problem in EDI to optimize
the distribution of computation and communication resources
on edge servers, aiming to maximize the long-term verification
of data replicas within resource constraints.

On the other hand, these discussed methods commonly em-
ploy a per-edge multi-round approach. Specifically, they verify
data independently, which requires multiple rounds of commu-
nication between the AV and each ES. This results in elevated
communication costs and verification time. Notably, none of
these methodologies aligns with the specific use-case scenario
we have studied for EDI. To address this challenge, this paper
proposes a per-edge single-round scheme. In this scheme, the
entire verification process entails only one round of communica-
tion between the AV and each ES. This streamlined verification
process verifies all data cached by each ES, thereby reducing
both communication costs and verification time in the integrity
verification process. As demonstrated in Section VII, MEDI-V
consistently outperforms representative EDI schemes in terms
of performance. Table V provides a comprehensive comparison
of key elements between our work and related studies. Our
work specifically focuses on the following aspects: the auditing
environment, security model assumptions, challenge-response
mechanisms employed, and architectural design choices.

IX. CONCLUSIONS AND FUTURE WORK

In this paper, we present a practical MEC scenario named
MVMS-MD, which poses significant challenges for existing
methods to verify the integrity of multiple-edge data. To tackle
these challenges, we propose a solution called MEDI-V for per-
edge, single-round MEDI verification. The objective of MEDI-V
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is to verify all data replicas cached on the ESs while minimizing
computation and communication costs. Our proposed approach
introduces the concept of ad-MHT, which enables the construc-
tion of an adaptive tree and auxiliary information known as
MVI essential for reconstructing the ad-MHT. This simplifies
the integrity verification process for both application AVs and
ESs with negligible additional load. We thoroughly evaluate
the effectiveness of MEDI-V through theoretical analysis and
experimental validation and compare it against three potential
existing schemes. Our results convincingly demonstrate that
MEDI-V provides an efficient and effective solution to MEDI
challenges and demonstrates a clear advantage in terms of both
efficiency and correctness.

In future work, we aim to enhance the MEDI-V framework
by introducing a method for efficiently detecting corrupted ESs.
We could swiftly identify potentially corrupted servers and then
prioritize the inspection of these identified servers by leveraging
user activity, thereby significantly reducing inspection time and
ensuring more robust data integrity in dynamic network condi-
tions.
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