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Abstract

During the early stages of the Industry 4.0 era, teleoperation with human involvement in manufacturing processes and robot
operation remained important. The existing teleoperation technologies have limitations in providing operators with spatial
awareness and initiative control mechanisms, making their applications difficult in tasks with high complexity and precision.
This study implements the advancements from the internet of things (IoT) and virtual reality (VR) technology to improve
the real-time teleoperation for industrial robots. The proposed design utilizes the benefits of the Message Queuing Telemetry
Transport (MQTT) protocol in conjunction with a cloud broker, which has not been addressed significantly in previous studies
for teleoperation. This setup enables the system to efficiently handle substantial amounts of data in short periods of time,
allowing for an uninterrupted user experience while maintaining a consistent connection regardless of distance. Real-time
robot control is accomplished by tracking the user’s hand movements with a VR controller while providing the user with visual
feedback from the VR environment. The incorporation of VR technology intends to improve the intuitiveness of controlling
robot operations, provide more responsive feedback, and improve the quality of work performed by operators. Practical
experiments are conducted with an industrial robot to observe the performance against the system under different internet
conditions and different QoS setups. The evaluation criteria primarily concern about latency and accuracy. The experiment
aims to evaluate the effectiveness and scalability of the suggested system and to offer significant insight into its advantages
and limitations relative to existing control system through systematic investigation.
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1 Introduction

As part of the fourth industrial revolution (Industry 4.0),
articulated robots have seen significant applications in a
variety of industries, including manufacturing, material han-
dling, warehousing, agriculture, and others [1-4]. With the
improvements in automation technology, robots are enabled
to execute their task autonomously. However, the human
factor should not be overlook as human influence is neces-
sary for the first steps as well as supervision during work
execution. Many of these robotic systems necessitate an
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initial teaching phase, during which preset spatial coor-
dinates are required to guide the robot’s operations [5].
Several computer-aided manufacturing (CAM) systems that
rely heavily on industrial robots are moving away from
robot-specific programming languages and toward teaching
pendants as more user-friendly options for inputting essen-
tial spatial data and generating component trajectories. This
method needs the operator to manually manipulate the robot
to facilitate it to reach a specific place or follow a prede-
fined trajectory. This series of commands is then stored in the
robot’s controller, allowing it to reproduce and execute the
action autonomously [6]. As aresult, the initial stages of robot
operation necessitate human instruction followed by subse-
quent monitoring processes to solve any possible problem
that occurs. In order to guarantee timely human intervention
when the system encounters issues, teleoperation integration
is recommended. With the ability to provide human moni-
toring and instruction despite the geographical distance and
the potentially hazardous conditions within the operational
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environment, an optimal teleoperation solution can increase
safety and stability and reduce the operation cost for any
robotic system.

Despite the numerous benefits of teleoperation systems,
experts have raised concerns regarding their applicability,
effectiveness, and the optimization challenges [7, 8]. Pri-
marily, the control mechanism should be designed to be
user-friendly, responsive, and intuitive [9]. It must replicate
the dexterity skills of human hands to allow users to provide
precise commands comfortably. Furthermore, the safety of
teleoperation systems receives many precautions and eval-
uations [10]. For instance, collision risks increase due to
the operator’s reduced awareness of the robot’s surround-
ings, and insufficient information about the robot’s condition
and status may lead to operational errors. To effectively
resolve misinformation challenges, teleoperation systems
must incorporate comprehensive visual feedback and provide
detailed awareness of the robot’s status and the surroundings.

The widespread of immersive technologies has created
opportunities for the integration of virtual reality (VR) into
remote control systems. This integration has the potential to
overcome existing limitations and improve the user experi-
ence. Specifically, VR can significantly enhance both control
and feedback mechanisms [11, 12]. Compared to traditional
control devices such as joysticks, control pads, mice, and
keyboards, VR controllers offer notable advantages [13—
15]. While traditional methods remain practical for industrial
tasks, their limited responsiveness in three dimensions can
make them less intuitive for new users, particularly in remote-
control scenarios where users lack a direct line of sight to the
robot [16, 17]. In contrast, VR controllers enable users to
direct the robot’s end effector through hand gestures, provid-
ing an intuitive and natural control approach that facilitates
seamless human-robot interaction [18]. This method gives
the impression that the robot directly responds to human
hand movements. Since the human arm is a seven-degree-
of-freedom structure, gesture-based control can replicate and
guide most articulated industrial robots effectively [19, 20].

Additionally, a 3D model of the robot within a virtual
environment can enhance the operators understanding of the
status of the robot, particularly by improving depth per-
ception [21]. The immersive nature of VR allows users to
move within the virtual space, observing the robot from
different angles to adapt to the task at hand, thereby elim-
inating the challenges posed by conventional 2D video
streams. Traditional 2D visual feedback often lacks suffi-
cient depth perception and obscures certain angles, especially
when observing robot movements along the camera’s axis.
Although using multiple camera perspectives could mitigate
this limitation, it introduces an overwhelming influx of infor-
mation for the operator. Processing and filtering relevant
details from multiple video feeds imposes a significant cog-
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nitive load on the user, leading to inefficiencies and a reliance
on the operator’s experience and skill [22, 23].

The full potential of a VR system cannot be realized with-
out a consistent and fast connection between the robot and the
operator [24]. Network issues, such as high latency, packet
loss, and bandwidth throttling, can significantly degrade task
performance by disrupting the consistent exchange of data
between the operator and the robot, leading to delays in
execution, inaccuracies in control, and a reduced ability to
provide timely feedback. Latency introduces a time delay
between the user’s input and the feedback, increasing the risk
of the operator overshooting the target and potentially caus-
ing collision accidents. Other issues such as packet loss and
throttling prevent the robot from receiving complete instruc-
tions from the user, while feedback information may fail to
reach the operator in a timely manner.

To enhance the communication between the robot and the
user, the MQTT protocol could be considered. MQTT is nota
new technique; it has been used wisely in IoT and in multiple
different applications such as industrial, environment moni-
toring, agriculture, and smart housing [25-28]. A significant
advantage of MQTT compared to other methods, such as
HTTP, is its lightweight, efficiency, and versatility. Being a
message-oriented protocol and using the publish/subscribe
model, MQTT can provide the system with flexibility and
the ability to function in high-frequency applications [29].
Furthermore, MQTT include robust error handling and the
ability to perform efficiently in low bandwidth and unsta-
ble networks. The manifold utility of MQTT makes it highly
suitable for a precise real-time control system in industrial
applications.

The combination of VR and MQTT technology offers
a promising approach to addressing the limitations of tra-
ditional teleoperation systems in industrial settings. VR,
through its immersive features, provides users with an accu-
rate and detailed telepresence of both the robotic system
and its surrounding environment. Additionally, the virtual
environment overcomes the constraints of 2D interfaces, sig-
nificantly improving task performance and reducing error
rates by enhancing spatial awareness, minimizing cognitive
load, and offering a more intuitive and engaging control inter-
face. The gesture control mechanism of the VR controller
preserves the dexterity of the human hand, ensuring effi-
ciency and precision when performing complex and intricate
tasks.

However, the use of VR technology necessitates the trans-
fer of a larger amount of data points to ensure that the
robot can accurately replicate the operator’s movements. As a
result, any issues with data transmission could have a greater
impact on the overall system performance. With its capa-
bility for multi-device connectivity and near real-time data
streaming, MQTT facilitates the rapid transmission of essen-
tial parameters from the robotic system to the user. This
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uninterrupted data flow, seamlessly integrated into the VR
environment, enhances the operator’s situational awareness
and understanding of the remote worksite. Furthermore, the
error-handling features of MQTT provide an additional layer
of reliability, minimizing the potential for errors and thereby
improving the system’s overall stability and robustness.

The goal of this work is to develop a system that com-
bines the benefits of VR technology and MQTT protocol to
improve the teleoperation system and apply it to articulated
robotic platforms. This research distinguishes itself by its
concentrated investigation into the system communication
architecture, specifically exploring the feasibility and advan-
tages of leveraging the MQTT protocol within an industrial
internet of things (IIoT) framework for the teleoperation of
articulated robotic platforms.

The proposed system allows the remote operation of the
ABB IRB1200 robot on a global scale via the Internet. The
operator uses the HTC Vive VR kit to manipulate and mon-
itor the robot’s status. Furthermore, this research looks into
the implementation of the MQTT protocol and the develop-
ment of a dedicated broker to investigate the performance
of this technology in the industrial environments. The study
executes experiments that examine, evaluate, and compare
the movement of the robot’s end effector with the user input
under varying Internet conditions. The experiment seeks to
examine the adverse effects of network impairments on robot
movements, including latency, throttling, and packet loss. It
explores various MQTT configurations to conduct a com-
prehensive evaluation and identify the most suitable setup
for different internet conditions.

This article is structured as follows: Section 1 outlines the
research aims and motivation, establishing the context and
significance of this work. In Sect. 2, a comprehensive litera-
ture review is presented, covering key areas such as VR and
communication. Section 3 delves into the design and archi-
tecture of the whole proposed system. Subsequently, Sect. 4
presents the experiments setup and procedure to test the sys-
tem feasibility. A discussion of the testing results, findings,
and limitations is presented in Sect.5, exploring the chal-
lenges and issues of the proposed platform. Finally, Sect. 6
concludes the article by summarizing the key findings, draw-
ing conclusions, and outlining potential avenues for future
research and development.

2 Literature review

2.1 Virtual reality

VR technology has been extensively investigated for its appli-
cations across various sectors, particularly those involving

human interaction. The effectiveness of immersive tech-
nologies stems from their capacity to replicate objects and

environments within a three-dimensional immersive space,
making them suitable for simulating robotic movements,
states, and interactions in detail. This capability is espe-
cially advantageous for enhancing spatial awareness and
user perception, as demonstrated in multiple fields. For
instance, our previous studies [30, 31] introduced the immer-
sive cobot teleoperation platform with mixed reality (MR)
and investigated the user experience of two novice groups:
one trained with conventional classroom methods and the
other using an MR collaborative training approach in immer-
sive 360 augmented training environment. The outcome
demonstrated that MR-based instruction enables greater
engagement, increases learner confidence, and promotes a
deeper understanding of system operations than traditional
teaching methods. Similarly, an AR-aided training platform
for industrial assembly demonstrated enhanced training out-
comes, with trainees exhibiting faster task completion times
while simultaneously minimizing errors [32]. Additionally,
studies of Eswaran M. present that immersive technologies
are effective for visualizing, testing, and simulating automa-
tion and assembly line designs, allowing users to test and
refine systems before deploying them in real-world pro-
duction environments [33-36]. Several other studies have
implemented VR technology to enhance visualization in
robotic control tasks, and the outcomes showed positivity.
Yunpeng Su [37] studies have compared the worker per-
formance in the pick and place task. The findings indicate
that combining 3D model visualization with a traditional 2D
view results in better performance compared to using only
a 2D view. Participants completed tasks more quickly and
experienced greater comfort when provided with 3D visual
feedback. Moreover, research from Xiyao Wang [38] sug-
gests that user’s subjective feedback about the experience
with 3D visualization could be negative, due to hardware
limitations or a lack of experience. However, their task accu-
racy improved significantly, while execution times remained
comparable to using 2D visualizations.

In addition to providing more immersive feedback, VR
hardware can enhance user control experiences. The struc-
tural similarity between human hands and articulated robots
allows gesture-based control to be a fast and natural con-
trol method for users [19, 39, 40]. Several studies have
investigated how gesture control can improve robot control
mechanisms, aiming to offer users a more intuitive and com-
fortable experience [41, 42]. In research for teleoperation
and control for the human assistant systems, Gonzilez et
al. [43] find that integrating haptic feedback enables users
to better adapt to and handle complex manufacturing tasks,
such as finishing, sanding, and grinding. Similarly, Chen’s
research [44] demonstrates that most participants reported
reduced physical and mental demands when using VR con-
trollers compared to traditional graphical user interfaces for
robotic control. Therefore, VR handheld controllers are typi-
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cally equipped with sensors, accelerometers, and gyroscopes
to capture hand gestures, making them highly suitable as
input devices for robotic control.

The remote-control system can benefit from both strengths
of VR technology, as users can easily recognize the sur-
rounding environment and the state of the robot, while the
control mechanism allows them to easily manipulate, impro-
vise, and adjust easily. Many systems and frameworks have
been researched and proposed, demonstrating the potential of
VR teleoperation in many different fields. The proposed real-
time teleoperation Vicarios system from Abdeldjallil Naceri
[45] uses an HTC Vive Pro headset, integrated with an RGB-
D camera to provide 3D pose and dimension information of
the remote workstation and object. The system has demon-
strated the advantage of VR technology when it improves
user experience and the success rate of users in robot maneu-
ver tasks. Md Tahmid Bin Touhid and his team [46] present a
low-cost framework with the utilization of the Google Cloud
platform to create a cloud-based digital twin system with
remote control and monitor ability for smart manufacture and
assembly lines. With the advantage of virtual reality, tele-
operation robot platforms have become particularly useful
for hazardous and obstructed environments, allowing digi-
tal transformation and improved scalability. Yunpeng Su et
al. [47] proposed a VR platform with a haptic input device
and hidden Markov models algorithm to improve perfor-
mance and intuitiveness in remote welding operations. Yuan
Sun et al. implement VR [48] to support construction-related
tasks with mobile robots. Leveraging inferential technique,
VR technology enables operators to visualize conceptual
visualization of both proximate and distant human-robot
interactions within construction settings.

2.2 Telecommunication

Maintaining a reliable connection between the operator and
the robot is an essential factor in teleoperation systems. Stable
connectivity, minimal data transfer delays, and the preven-
tion of data loss are vital to ensure smooth operation and
prevent errors. For local network configurations, LAN Eth-
ernet is commonly chosen for its low latency in data transfer
between input devices and the robot. Common protocols for
communication in local network setup are traditional pro-
tocols such as TCP/IP or UDP/IP. One example is Conrad
Fifelski-von Bohlen et al. [49] telemanipulation platform in
caregiving. The platform utilized TCP for transmitting all
the data from multiple depth cameras to the main processing
computer for virtual environment generation. The platform
maintained 27 FPS and 250ms latency at 2.5 meters. Another
popular implementation of communication is the use of ROS
bridge and ROS Sharp framework [50]. These frameworks
from ROS provide developers with JSON API as the robot
data structure and WebSocket package for remote commu-
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nication and web browser interaction. In Francesco De Pace
et al. [51] enhanced virtual reality framework, while point
cloud data from the RGB-D camera are still streamed over a
custom solution based on TCP/UDP protocols, the robot data
itself is exchanged using the ROS# Library on LAN network.

Another communication aspect that needs consideration
is communication architectures, which form the foundational
framework for information exchange. Each architecture has
its own distinct characteristics and suitability for specific
applications. Centralized architectures are some of the most
common choices not only in teleportation but also in cloud
computing and web services. An example of centralized
architecture is server-client architecture, which were imple-
mented in Wen Fan’s mixed reality framework for immersive
teleoperation [52]. The framework utilizes Websocket pro-
tocol, where the physical robot acts as the server and
the digital twin will generate the control command and
sent it to the server as a client through a Unity script.
Another popular selection is peer-to-peer architecture, char-
acterized by a network topology with a relatively small
number of nodes. David Black’s mixed reality teleopera-
tion system [53] demonstrated the advantages of WebRTC’s
peer-to-peer architecture, namely its reliable and low-latency
communication. Publish-subscribe systems are becoming
more popular, especially with machine-to-machine commu-
nication due to efficient dissemination of information to
interested subscribers, facilitating scalable and flexible infor-
mation distribution. Elvis Borges’s framework [54] utilizes
MQTT protocol and pub-sub architecture to create connec-
tion between robot operation system and extended reality
glass HoloLens 2. The selection of an appropriate commu-
nication architecture is dependent on a range of factors,
including scalability requirements, performance demands,
security considerations, and fault tolerance.

MQTT is a lightweight messaging protocol built on
TCP/IP. It uses a publish/subscribe architecture for machine-
to-machine communication and is commonly used in IoT
applications [55]. This protocol has a number of advan-
tages that make it ideal for this remote-control application.
Firstly, MQTT’s compact message format with minimal over-
head minimizes latency and facilitates high-frequency data
exchange. While performance comparisons with transport-
layer protocols like TCP, UDP, and DTLS may not always
yield a clear MQTT advantage, its position at the application
layer means the protocol came with a feature set well-suited
for industrial applications. The IoT architecture of MQTT
makes the protocol ideal in applications where a large num-
ber of client connections is required such as automation lines
[56, 57]. Secondly, the publish/subscribe paradigm, where
messages are categorized and delivered based on predefined
topics, reduces traffic on the client’s network. This, coupled
with the small message size, enables the broker to efficiently
handle a high volume of messages without demanding exces-
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sive hardware resources [58, 59]. Thirdly, MQTT’s support
for persistent connections, retained messages, and quality of
service (QoS) levels enhances its resilience in unreliable net-
work environments with limited bandwidth. These features
ensure message delivery and connection persistence between
client and server even during network disruptions [60, 61].
Finally, since MQTT is a popular protocol with open-source
software, it has multiple libraries available to support differ-
ent devices [62].

With that strength, MQTT protocol is an rising approach
for communication in the industrial environment. Gustavo
Caiza [63] proposed a robotic teleoperation architecture for
oil and gas following the IEC-61499 standard with MQTT
as the primary communication protocol between the gesture
sensor and the robot, which results in a scalable platform
for real-time control of the robot. Carlos A. Garcia [64] pro-
posed a human-robot collaboration system that utilizes the
MQTT protocol for transmitting command signals and feed-
back information between the user and a KUKA robot. The
study yielded positive results, demonstrating the system’s
ability to accurately follow welding instructions while main-
taining a stable connection with no packet loss using MQTT.

2.3 Research gap

While VR technology has been researched and proven to
offer numerous benefits for remote control systems, its appli-
cation in industrial environments could have several further
enhancements and optimization. Although 3D controllers
provide adaptability and user convenience, they often fre-
quently show instability and increased sensitivity. Unlike
simpler 2D systems, such as joystick, where the user is only
controlling the robot in the two axis at most, the VR controller
constantly tracks the moment in 3D space, allowing the oper-
ator to control the robot in all axes at the same time. As the
result, control demands higher data rates, more bandwidth-
intensive, and lower latency to maintain smooth operation
[65, 66]. In addition, any fluctuation or degradation in net-
work quality such as packet loss and bandwidth throttling

Protocol
Others (13)

TCP/IP (29)

ROSBridge (15)

UDP/IP (12)

Fig. 1 Quantitative review of past research methodology

can significantly impact the responsiveness and accuracy of
VR-based systems.

To explore the trend and approaches that are commonly
employed in academics, a rapid review is conducted. Firstly,
the PRISMA framework was deployed to guide the quan-
titative review, as it provides a structured approach to
assess the usage frequency of different communication pro-
tocols. Due to large amount of research in the recent years
regarding robotic field, an in-depth analysis of individual
studies and meta-analysis were deemed beyond the scope
of this rapid review. The review included published, peer-
reviewed articles retrieved from the Web of Science database,
focusing on research investigating immersive technologies
for remote robot control. The search query employed was
AB=((“robot*”) AND ( “teleoperat*” OR “remote”) AND
(“virtual reality” OR “augmented reality” OR “mixed real-
ity” OR “extended reality” OR “immersive technology” OR
VR OR XR OR AR OR ImT OR ImTech)). The search was
limited to the period between 2015 and 2025 to capture the
significantrise of commercially available virtual reality head-
sets during this timeframe. The initial database search yielded
395 articles. After screening abstracts and full-text articles,
72 papers were included in the final analysis. Data extracted
from these papers included the communication protocol, net-
work architecture, and network type.

TCP/IP emerged as the most frequently utilized commu-
nication protocol, as observed in over a third of the studies.
ROSBridge and UDP/IP followed as the second and third
most common protocols, respectively. MQTT, conversely,
was employed in only 3 out of the 72 papers. Server-client
architecture demonstrated the highest prevalence, adopted
by over 90% of the studies. Finally, local area networks were
the preferred testing environment, with 57 out of 72 papers
utilizing this network type (Fig. 1).

Prior research on teleoperation systems has predomi-
nantly centered around server-client architectures. While
effective in specific scenarios, this approach can exhibit lim-
itations in efficiency, particularly in automation applications
involving a large number of robots, sensors, or clients that
require connection, monitoring, and control. The publish-
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subscribe paradigm, as exemplified by the Message Queuing
Telemetry Transport (MQTT) protocol, offers a compelling
alternative. MQTT facilitates efficient communication with
numerous devices and machines while minimizing network
overhead, a critical consideration for distributed teleopera-
tion systems. The integration of a cloud-based broker further
enhances scalability, control, and security compared to tradi-
tional client—server models. The review of existing literature
revealed a limited exploration of MQTT within the context
of robotic and manufacturing teleoperation applications. By
addressing the inherent limitations of scalability and latency
associated with this approach, this work aims to contribute
to the advancement of teleoperation technologies. Further-
more, the study included testing in both local and wide area
networks to validate the findings.

3 System design
3.1 System architecture

The system can be divided into two stations, the robot station
and the operator station. The system architecture and station
communication flow can be viewed in Fig. 2.

The robotic station is equipped with several components,
including the IRC5 Compact robot controller, which controls
the operation of the 6-degree robotic arm ABB IRB1200,
as seen in Fig. 3. In addition, the setup includes a personal
computer (PC) and two USB cameras. The PC runs a C#
application developed on a.NET framework that serves three
functions. It primarily receives and processes control com-
mands from the user, which could include information like
starting motion, changing speed, and changing direction of
movement. Moreover, given the employment of the External
Guided Motion (EGM) feature by IRCS5 for robot control, the
C# program must function as the designated communication
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endpoint for this capability. The tasks consist of receiving and
processing user-specified end-effector positions, including
Cartesian position and Quaternion rotation, and then sending
them to the controller. Finally, the C# application performs
image processing on data acquired from the two USB cam-
eras before transmitting the video feed to the operator station.

On the operator station, a complete setup requires a PC
and one HTC Vive VR set, including 1 VR headset, 2 VR
controllers, and 2 VR base stations, as shown in Fig. 4. All of
the VR devices are able to connect and recognize a PC thanks
to an application from Valve called Steam VR. The VR appli-
cation is powered by the Unity engine and uses openVR API
to develop. This application creates a virtual environment for
the user to access through the VR headset. In the immersive
environment, users are able to find an identical 3D model of
the IRB1200. This virtual robot uses real-time feedback on
joint positions collected from the actual robot to synchronize
its motions with its physical counterpart. The VR controller,
in particular, acts as the primary tool for user interaction
and navigation within virtual reality. Furthermore, the right-
side controller serves as an input device for robot control.

Fig.3 Robot station



The International Journal of Advanced Manufacturing Technology (2025) 139:6233-6257 6239

Fig.4 VR station

This function is activated by pressing the trigger on the VR
controller, which allows the VR application to capture the
user’s motions by extracting Cartesian position and Quater-
nion rotation data via the openVR API.

Hardware requirements vary significantly across the three
primary system components. The MQTT broker, responsible
for data reception and management, only requires minimal
processing power. The device suitable for this task should
have energy efficiency and network connectivity available.
The robot station computer, acting as the interface between
the VR station and the robot system, demands hardware
compatibility with the specific robot manufacturer’s specifi-
cations. While not requiring high-performance processing, it
must fulfill the robot’s communication and receive the control
command from the user. Finally, the operator station, respon-
sible for rendering the virtual environment, must meet the
demanding hardware specifications of the chosen VR plat-
form such as SteamVR. It is important to note that hardware
requirements for all three components will scale dynamically
with the system’s complexity and the number of concurrent
operations.

Hardware recommendations are presented as follows: The
MQTT broker and the robot station computer should be
equipped with a 2.0 GHz or faster processor with at least
2 cores, 8 GB of RAM, and 10 GB of available storage.
The robot station computer must meet the operating system
requirements specified by the robot manufacturer and another
requirement if any. The operator station has the highest
demanding hardware to support immersive environment ren-
dering. Recommended specifications include an Intel Core
i5-4590 or AMD Ryzen 1500 equivalent or greater CPU,
an NVIDIA GeForce GTX 1060 or AMD Radeon RX 480
equivalent or greater GPU, and 8 GB or more of RAM.

3.2 Robot station

Among three utilities provided by the EGM feature, the
system takes the most advantage of EGM position stream
and EGM position guidance. It allows extracting the cur-
rent mechanical property of the robot including the rotation
angle of each joint and pose of the robot and, at the same
time, writing position data as movement order for the robot.
To use EGM, the robot controller communicates with the
PC by a protocol named EMG sensor protocol, which is the
combination of Google Protocol Buffer (Google Protobuf) as
encoder and UDP as the data transmission protocol to priori-
tize data transmission time. In normal circumstances, the data
package will be exchanged between the robot and PC every
4 ms with about 10-20 ms delay, guaranteeing smooth and
stable motion for the robot. For the usage in this project, the
feedback from the robot will contain joint data and the robot
will be controlled using the pose data, including Cartesian
coordinate and orientation in the form of Quaternion.

The data captured by the VR controller naturally matches
the requirements of the EGM feature. However, it is essen-
tial to be aware that the coordinate systems used in both
the VR station and the robot system are different. There-
fore, an adjustment is required to avoid incorrect outcomes
or, in extreme cases, potential hardware damage caused by
commands that exceed the robot’s operational limits. The
suggested method involves calculating the displacement vec-
tor in the Unity coordinate system and then converting it into
the robot’s coordinate system. The destination will be calcu-
lated based on the displacement and the current position of
the robot. From three points within the virtual environment,
the user can define a robot coordinate with respect to the
Unity coordinate. The first two points P; = [x1 V1 zl] and
Py = [x2 y2 z2] are on the desire X-axis, while the third
point P3 = [x3 y3 z3] is located on the Y-axis. Each unit
vector and the origin point is given by the equation:

- PP

7_ 1q ) 0
7

0O="P —ix P1QP3.7 2)

_

J=1= (3)
‘0P3‘

k=ixj )

Normally, these points are predefined so that the robot can
do a mirror motion of user, but the user can have full access
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to modify this aspect. When the user presses the trigger of
the VR controller to indicate the first movement, the current
pose of the controller will be saved as the relative origin

Xyre Xs
O;e = | yre | and latest robot pose saved as Os = | y
Zre s
Ap
As the input point P = | y, | is constantly capture, the

Zp
calculated destination for the robot is given by

Pr=Wl x (P = 0) + O 5

In which, rotation matrix W is define as

(6)

S
I
U~ el

3.3 Operator station

In the virtual environment, a 3D virtual robot rendered
by the Unity application precisely reconstructs the ABB
IRB 1200 model with an exact 1:1 ratio. To create the virtual
robot, the model is first exported in OBJ file format from ABB
Robot Studio to start the creation process. Then, it is imported
into Blender, a powerful 3D creative tool, where modifica-
tions to the rig and minute features are carried out to resemble
the actual robot closely. It is further integrated into Unity in
the FBX file format after this Blender polishing stage. The
structure of the 3D model object tree is altered within Unity
to create a parent—child relationship, starting with joint 1 of
the 3D robot model as the foundation parent and extending
to joint 6. The pivot point is also modified to overlap with

Fig.5 Coordinate systems of
robot and VR
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the contact point between its joints. The 3D model robot can
accurately and precisely imitate the movements made by its
real-world counterpart thanks to its hierarchical design.

The 3D model requires the rotational degrees of each joint
from the actual robot to reproduce the movements of the real
robot.

To execute the rotation movement for the virtual robot, the
program uses Unity’s Quaternion.Euler function to convert
the joint angles from Euler representation to a quaternion,
matching Unity’s orientation format. It will rotate each joint
a set angle value around the X, Y, and Z axes, defined with a
pivot point. It is noted that the Unity coordinate system fol-
lows the left-hand rule with the Y-axis pointing upward, as
demonstrated in the left side of Fig.5. While the robot coor-
dinates use a right-hand rule system with the Z-axis pointing
upward, as shown on the right side of Fig.5. As a result,
the rotation angle around the X-axis needs to be flipped side
before used.

3.4 Telecommunication

A significant part of the system is allowing users to oper-
ate remotely in realtime. This requires the communication
channels to deliver data with low latency while maintaining
data integrity. The system transfers two data types between
the stations: robot control/feedback data and 2D video visual
feedback, delivered using MQTT and WebRTC, respectively.

3.4.1 Data communication protocol

To transfer messages between the two stations, an MQTT
broker must be established. The MQTT broker’s primary
function is to verify client connections, route, publish, and
subscribe requests to the correct destinations, as well as store
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retained messages. As mentioned earlier, MQTT brokers do
not require significant computational resources [67, 68]. In
this paper, we use the same broker for all testing configura-
tions, regardless of their differences:

CPU: Intel® Core™ i3-10110U
RAM: 16GB

Ethernet: Intel® Ethernet 1219-V
OS: Windows 10

Software: Eclipse Mosquitto 2.0.15

To enable computers in the two stations to find the broker’s
IP address when connected to different networks, we use
a Dynamic Domain Name System (DDNS) service in con-
junction with Network Address Translation (NAT), which is
applied to the MQTT application’s IP address and port.

Security is a major concern for MQTT systems, given their
ability to transfer high-frequency messages using a publish-
subscribe architecture. Our system implements two layers of
encryption: transport layer encryption and application layer
encryption. To publish or subscribe to messages, clients must
first send a connection request to the broker with their user-
name and password. Clients are only allowed to send and
receive data if the broker verifies these credentials. Before
sending a message, both stations’ computers encrypt the
packetusing Transport Layer Security version 1.2 (TLSv1.2).
All data are sent in a JSON structure and published to dif-
ferent topics. Clients with the correct credentials can either
publish or subscribe to these topics.

When sending or receiving data, users can choose from a
few options. First, the retain option allows the last sent mes-
sage to be stored on the broker since messages are generally
not stored. Second, QoS is a set of technologies that ensure
network data delivery [69]. MQTT has three QoS levels:

e QoS 0: Messages are sent from publishers to subscribers
once (at most once).

e QoS 1: Messages are sent from publishers to subscribers.
However, the process is only complete if the subscriber
acknowledges to the publisher that the message has been
received (at least once).

e QoS 2: There are two rounds of transmission. In the first
round, the message is sent similarly to QoS 1. After the
message has been delivered, the publisher sends a release
message to the subscriber. If the subscriber has received
the release message and sent back a complete message,
the process is complete.

In our system, we use the retain option for fixed informa-
tion such as scale and robot information. We use different
QoS levels for different types of data. To optimize perfor-
mance, we prioritize essential data by sending it with a higher

QoS level, while the rest of the data is delivered with a lower
QoS level.

3.4.2 Video stream protocol

Web Real-Time Communication (WebRTC) is an open-
source application programming interface (API) that enables
developers to design web-based applications for transmitting
video, audio, messages, and files directly peer-to-peer with
minimal latency [70]. WebRTC stands out from traditional
video streaming protocols due to its simplicity, scalability,
and security.

e Simplicity: WebRTC is simple to use because it is a web
application that does not require any additional depen-
dencies or plugins.

e Scalability: WebRTC is scalable because it uses peer-to-
peer data transfer, which eliminates the need for a central
server. This allows users and enterprises to scale their
products more easily [71].

e Security: WebRTC uses Secure Real-Time Transport
Protocol (SRTP) and Secure Real-Time Transport Con-
trol Protocol (SRTCP) to provide end-to-end encryption
[72].

In our system, we use the Interactive Connectivity Estab-
lishment (ICE) framework to connect peers. ICE requires
Session Traversal Utilities for NAT (STUN) and Network
Address Translation (NAT) servers [73]. We use Agora’s
Software-Defined Real-Time Network (SD-RTN) service for
this purpose. We also use Agora’s RTC API to develop video
streaming applications for Web and Unity platforms. We will
host the web video streaming applications on Render.

For security, we have set up a REST website to generate
authentication tokens. When a user logs in, they must enter
basic parameters such as username, password, and channel
ID. This datais used to generate a token on the REST website.
The token is then verified with SD-RTN for authentication.

4 System evaluation
4.1 Study design

The experiment is designed to put the system under varying
Internet conditions in order to examine its responses within
each context. The robotic system will track the position of its
end effector and compare it to user-input data. The precision
of the robotic trajectory indicates the system’s overall perfor-
mance quality. A trajectory that closely resembles the input
behavior is considered to indicate preferred system perfor-
mance. A complete analysis of the system’s performance is
included in the experimental settings.
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e Ideal: The system is implemented within the same local
network.

e Normal setup: The robot station and operator station use
two different networks.

e Lost package: Data packet transfer between two stations
cannot be located or tracked within the expected or spec-
ified delivery or transmission route.

e Throttle: System experiences the deliberate regulation
or restriction of data transfer rates or network usage by a
network provider or administrator.

This study also examines the system’s performance under
various QoS configurations for the MQTT protocol. The pri-
mary goal is to identify the optimal QoS level that effectively
mitigates the negative effects of variable Internet conditions.

4.2 Experiment setup

The experimental setup comprises two stations. The robotic
station consists of an ABB IRB 1200 robot equipped with
an IRC5 compact controller, a dedicated PC for communica-
tion, and two Logitech C920 Pro USB cameras. The operator
station includes a PC and an HTC Vive VR headset. Both PCs
within the experimental setup utilize the same Intel 1219-V
Ethernet controller as the MQTT broker and fulfilling the
system’s recommended specifications.

There are two steps to set up the robot station. Firstly, the
rapid code needs to be loaded onto the robot controller. The
process is simplified by using Robot Studio from ABB. At
this stage, the PC is required to adjust its IP address in order
to connect to the IRCS. An Ethernet cable is used to link the
PC and the robot controller. Once this connection is made,
the write function in Robot Studio may be used to load the
rapid code into the robot’s control unit.

After validating the robot’s connection with the PC, the
robot app is executed on the PC, keeping the devices con-
nected as the PC SDK and EGM demand constant contact
with the robot. Two cameras are attached to the system
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Fig.6 Local network topology
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through USB cables to provide visual monitoring. When the
system is operating, relevant information about the robot is
displayed on the user interface (UI).

The experiment has two unique network setups. For test-
ing the system under ideal situation and emulating Internet
conditions, two stations and the broker are placed in the same
area, sharing the same network, with the topology shown in
Fig. 6. This setup helps improve consistency in the measure-
ment. In conjunction with using a local network, the MQTT
broker computer will also be installed with a network emu-
lation software named SoftPerfect Connection Emulator. By
using the emulation tool in the almost ideal setup, the exper-
iment can eliminate other uncontrollable external impacts
when transferring the data through the Internet.

When testing the system under normal usage, another net-
work configuration is used. As the operator station and robot
station are located at a different place, they are not sharing
a network with either the other or the broker. Before estab-
lishing the connection, a DDNS service will be utilized for
computers at VR and robot stations to find the broker through
a domain name, as depicted in Fig. 7.

4.3 Procedure

The execution of the experiment involves an operator using
a VR device to control the robot, following a predefined tra-
jectory. The chosen maneuver to test the system performance
is to follow a rectangle. The starting point is coincident with
the robot’s home position. The tracing track is located on an
inclined surface to ensure that movement appears on all three
axes.

The position of the robot’s end effector is recorded in
realtime. This requires modification in the software, as EGM
does provide the feedback in the form of Cartesian position.
Similarly, the input position or the VR controller position, in
other words, is recorded using openVR API. The recorded
data is saved in the CVS file. Once the operator presses the
“connect” button to connect two stations, the data set will
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indicate this moment for syncing the motion of the robot and
user. The data set is sketched into a trajectory using MAT-
LAB, and the performance is evaluated based on the root
mean square error value between the desire and the measure
position of the robot, calculated in all three different axes:

k=1
1 2
RMSE = - XT:(rk —dp) (7

where r¢ is the coordinate of the robot’s recorded position
and dy, is the desire position at the instant.

There is a problem that appears from the fact that the
refresh rate of the VR application is 60 Hz, and robot feed-
back is provided with a frequency of 250 Hz, resulting in
the difference between the data points of the two data sets.
Therefore, a possible comparison will need a harmonization
solution. The proposed method operates on the assumption
that there is a linear trajectory between each recorded posi-
tion of the VR controller. A coherence in the population of
data points within the two datasets is obtained by extending
numerous intermediate points along this linear path.

To observe the transmitted data, an application named
Wireshark is used. By running Wireshark on the PC in both
stations, all packages that come and go can be recorded and
analyzed. By sorting them by the destiny IP and the destiny
port, it is possible to identify and isolate the guidance posi-
tion and the feedback information. Wireshark allows us to
observe the number of packages sent per second as well as
the throughput of each application.

5 Result and discussion

5.1 Local setup

The examination starts by measuring the system’s base-
line delay. This is accomplished by recording data from the

Oy
Network 1 s,
/,' Network 3 MQTT
s Broker
7'

Network 2

—

VR interface and following feedback data from the robotic
system. In this context, latency measurement begins at the
precise moment when the user initiates an action, as indi-
cated by the activation of the controller’s trigger, and ends
when the robot has traveled a minimum distance of 1 cm
from its starting point, which is illustrated in Fig.8. This
1-cm threshold is designed to mitigate any potential influ-
ence caused by motor vibrations or sensor errors inherent
in the robotic system. The estimated latency is a combi-
nation of data transmission duration between stations, the
temporal extent of robot movement, and the time allotted to
communication exchanges between the robot and the central
processing unit.

According to the examination as detailed in Fig.9, QoS
level O has the most significant latency, with an average delay
of 139.3 ms. QoS levels 1 and 2 perform similarly, with QoS
1 slightly exceeding QoS 2, with corresponding latencies of
94.7 and 101.3 ms. The significant variance in latency found
in QoS 0 is likely due to its inherent lack of message delivery
certainty, resulting in a more significant delay.

Furthermore, a noticeable pattern appears from the recorded
dataset, highlighting an inverse link between the degree of
transfer assurance level and latency variance. QoS level 2,
which denotes the highest guarantee level, has the least delay
variability, with measured values ranging from 95 to 109 ms.
In comparison, QoS level 1 exhibits latency variation ranging
from 84 to 102 ms, while QoS level 0 exhibits the greatest
significant variability, comprising data points ranging from
108 to 167 ms.

From this dataset, several discussions can be made. First
of all, despite the use of a local network setup, the chance
of data transfer failures still exists, increasing the overall
system’s latency. The imperatives of low latency and reli-
able data flow are critical in the context of robotic control
operations. As a result, implementing QoS level 0 is not rec-
ommended due to its lack of message delivery certainty, a
particularly significant disadvantage in scenarios requiring
high-frequency data interchange.
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Fig. 10 System throughput

In comparison, QoS levels 1 and 2 have similar latency
profiles and degrees of delay variation. Within the constraints
of this limited network test environment, QoS level 1 is the
practical alternative for ensuring the reliable transmission
of messages between the two clients. While QoS level 2
provides more dependability via additional acknowledgment
messages, the related improvement in latency uniformity
does not justify the rise in data transfer volume.

The network activity of the computer is also monitored
using Wireshark. The main focus is investigating the through-
put of the two programs for VR and robots. Figure 10
delineates two distinctive data streams: the red line represents
the positional guidance data sent by the VR application. In

Joint Feedback
1% 1% 2%

67%

Fig. 11 Data included in a packet by percentage

contrast, the blue line represents the received data by the robot
program. The position guidance data sent from the operator
station averages 46.8 thousand bits per second, while the
average throughput of joint angle feedback from the robot
station is 131.2 thousand bits per second. These results align
with our messages sending frequency with position guidance
data at 60 Hz, joints feedback at 250 Hz, and the data length
of positional guidance being slightly longer.

It is also worth noting that as a TCP-based protocol,
MQTT shares the same quality and tends to aggregate multi-
ple messages into a single package. The statistics, as shown
in Fig. 11, show that almost two-thirds of the joint feedback
packets contain three unique datasets. In contrast, the vast
majority of position guidance packets only carry a single
dataset. This occurrence is likely due to the update frequency
of each data type and network condition and will be explored
further in the latter part of the test.

The robot’s performance within the teleoperation system
is highly dependent on the quality of the Internet connec-
tion. In order to establish a foundational benchmark for the
experimental study, the system is configured under ideal con-
ditions, employing a local network setup and utilizing QOS
1 configuration. Figure 12 shows the 3D trajectory of user
input, the robot’s end effector position, and the coordinates
of each axis shown in Fig. 13.

Under these optimal circumstances, the robot consistently
maintains an accuracy level within a range of 22 mm across
all three axes. The specific result is shown in Table 1.

Even though the transmission of input data has no lim-
itation, the presence of errors can be attributed to several
factors, including hardware limitations within the robot, par-
ticularly concerning directional changes and motor speed

Position Guidance
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Table 1 Local network error value

Axis Max Mean

X 17.6269 mm 8.1095 mm
Y 21.5093 mm 9.5335 mm
Z 20.3307 mm 10.5197 mm

adjustments. These constraints become most apparent when
the robot’s movement direction changes. Additionally, the
impact of user input noise is substantial, mainly when input
data is acquired at high frequencies. A closer examination of
the Z-axis reveals significant shakiness and instability. This
is due to the experimental setup, in which the vertical axis
provides limited support for the operator. As a result, the Z-
axis has the highest average inaccuracy. Finally, differences
in sample rates between the VR system and the robot’s EGM
function lead to the observed error rate inconsistencies.

5.2 Extreme condition performance
5.2.1 Package lost

The setup on Clumsy is 25% loss, and it shows the significant
different on the system’s performance.

The trajectory in Fig.14 and the coordinate graph in
Fig. 15 showed that the input movement is ignored by the
robot in the first half of the experiment. This result can be
verified when compared to the record of packages sent and
received demonstrated in Fig. 16.

Upon establishing the initial connection between the two
stations, the system experiences a substantial decline in the
number of transmitted packages at both ends. Since the pack-

7 (mm)

ages are not transferred, the input signal is lost during the
transmission process, while the user continues to enter a
new command position. Measurements show that there is
a significant error in the robot’s trajectory even after the ini-
tial package drop event, as it departs significantly from the
planned location. Furthermore, when the system recovers,
the robot continues to suffer from the impacts of data loss,
as the number of received packages remains lower than the
number of sent packages. In summary, the calculated result
is shown in Table 2 below.

The experiment proceeds with an analysis aimed at estab-
lishing the best QoS configuration to reduce the likelihood
of data loss. A separate system, consisting of two indepen-
dent personal computers (PCs), is used to simplify the results
and avoid unwanted damage to the robot hardware. One PC
serves as the data publisher, while the other serves as the
data receiver. These devices send about 10,000 positional
data packets at a frequency of 10 Hz. SoftPerfect is still used
to emulate varied degrees of data loss.

When a packet is lost, it must be retransmitted, which
causes latency to increase. This pattern can be seen in all three
test scenarios, referring to Fig. 17, where higher packet loss
rates correspond to longer latency durations. Surprisingly,
QoS 0 consistently has the lowest latency numbers across
all three packet drop levels. Nonetheless, with a packet drop
rate of 30%, QoS 0 saw a 2% loss in sent data. As the sam-
ple rate increases, the lost percent will increase significantly,
resulting in the lousy robot performance shown above. QoS
1 and QoS 2, on the other hand, managed to maintain data
integrity throughout the test, yet at the sacrifice of latency
performance. QoS 1 performs similarly to QoS 0, while QoS
2 delays significantly more.
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-40 ~
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-100

Fig. 14 Lost emulation trajectory
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Table 2 Package lost emulation error

Max Mean
X 2674.3 mm 2641.4 mm
Y 577.6322 mm 466.1216 mm
Z 1345.2 mm 1253.0 mm

5.2.2 Throttle

Besides loss, the throttle can also significantly affect the sys-
tem. This situation happened as the Internet condition had a
sudden quality drop, resulting in the data package arriving
late and accumulating at the exact moment. The testing setup
for the throttle happened within 500 ms maximum, and the
occur change of 60%, result trajectory and the position graph
shown in Figs. 18 and 19.

Despite a package loss rate of 3.56% shown by Wireshark
analysis, the system behaves similarly to the package loss sit-
uation. This behavior can be related to the characteristics of
the system and the TCP transmission protocol. When throt-
tling happens, packages are compressed and transmitted at
the same time, resulting in the observed behavior.

According to Fig.20, the robot station does not receive
most of the sent packages during the initial period. These
undeliverable packages are only received once Internet con-
ditions improve, resulting in a peak following the initial
drought period. This behavior can ensure that the quantity
of packages sent and received eventually equals. However,
from the perspective of the robot station, several data streams
cannot be processed simultaneously. Only the final data from
a single transmission cycle is typically processed into the
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Fig. 17 Latency performance with different packet drop levels

robot’s movement orders. This explains why the robot skips
the first half of the run, which is comparable to what hap-
pens when the package is lost. In summary, the maximum
and mean error values are displayed in Table 3.

5.3 Bandwidth

The bandwidth test results show promising prospects for
project expansion. The system demonstrates its competence
in managing the transfer of data from multiple robotic sys-
tems simultaneously. The results can be viewed from Fig. 21.

At 10 robots, all three configurations perform similarly to
the latency test above, with the only exception being QoS 2,
with the highest average latency at 158.8 ms. QoS 0 averages
153.7 ms with the highest variation in latency, ranging from
120 to 235 ms. QoS 1 had the best performance overall, with
the lowest average latency of 94.5 ms and the lowest variation
between 79 and 118 ms.

At 50 robots, all configurations showed performance
degradation. QoS 2, with the highest data volume cost, had
the most severe degradation, with its average latency jump-
ing to 210 ms and its highest latency reaching nearly half a
second. QoS 0 and 1 show slight degradation with an average
latency of 171.5 and 101.4 ms, respectively.

At 100 robots, the system shows a significant performance
drop, with all three configurations averaging more than half
a second. QoS 1 still performs best, with an average latency
of 481.9 ms. QoS 0 and 2 have an average latency of 1135
and 852.7 ms, respectively. Although QoS 1 and 2 have an
average latency of less than 1 s, results are well above the 1-s
threshold.

These results indicate that the limit for the number of
robots that can be controlled simultaneously is 50 in the cur-
rent testing setup. In contrast to the previous test, the extra
acknowledgment messages of QoS 2 significantly impacted
performance compared to QoS 1. QoS 0 performed compara-
bly to QoS 2 due to its low data load. However, at 100 robots,
QoS 0 showed the worst result, with its fourth quartile falling
between the 2- and 5-s range. A pattern observed in the data
at 100 robots is that the first two quartiles of all three config-
urations are comparable to the data at 50 robots. In contrast,
quartiles 3 and 4 have much more significant variation. This
can be attributed to the message queuing characteristics of
the MQTT protocol. Depending on when the request is sent,
the data may have to wait for the previous message buffering
to be completed.

5.4 Remote setup

Lastly is the experiment result for the remote setup, which
resembles closest to the normal usage of the system (Fig. 22).
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Fig. 18 Throttle emulation trajectory

All three configurations exhibited increased latency vari-
ation, but the trend of higher message delivery guarantee
reducing latency variation remained true. QoS 2 had the low-
est latency variation, with data ranging from 128 to 169 ms,
despite a significant increase in average delay to 146 ms. QoS
1 experienced a slight increase in average latency to 99 ms
with a data range of 65 to 138 ms with an outliner at 179 ms.
QoS 0 had the highest latency variation, with data ranging
from 103 to 280 ms and an average latency slightly above
QoS 2 at 158 ms.

—VR
——Robot

In the context of a more realistic scenario where the bro-
ker and both stations are situated in different locations and
do not share the same network, the system experiences only
marginal changes in its performance. In this configuration,
besides the fact that the distance for data transferring is
longer, the station is mandated to obtain the IP address of
the broker through a DDNS service. Consequently, there is
an increase in the delay from the moment when the user initi-
ates a movement until the robot’s initial motion. Despite this
latency factor, the accuracy of the robot remains relatively
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Fig. 19 Throttle emulation position graph
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Fig.20 Throttle emulation transfer package record

consistent with its performance under ideal conditions, as
shown in Figs.23 and 24.

In term of error from the robot, there is little to no differ-
ence. The value is shown in Table 4.

When comparing the mean values of the two setups, the
inaccuracy increases by approximately 15.17%, 18.11%, and
8.47% for the X, Y, and Z axes, respectively. This rise is
primarily due to the lag in robot movements. Even though the
calculations sync two trajectories to match the first motions
of both the user and the robot, this latency statistic remains
unstable and subject to changes in bandwidth or an increase in
the volume of data transfers. This impact is visible in Fig. 24,
particularly on the X and Y axes, where changes in robot
movement direction lag behind the VR representation by a
few milliseconds. In addition, uncontrollable variables such
as loss packets and throttle situations might contribute to the
spread of errors. The system is more vulnerable to these two
potential scenarios.

5.5 Discussion

The evaluation result showed a significant correlation between
connection quality and robot accuracy. In a local setup, an
observed discrepancy between the robot’s movement and
user input is less than 11 mm across all 3 axes. This deviation

Table 3 Throttle emulation error value

Max Mean
X 2887.6 mm 2830.3 mm
Y 616.3547 mm 556.1694 mm
Z 1234.6 mm 1199.0 mm

can originate from various sources, including the network
jitter, control system, inaccuracies in robot position calcula-
tions, and inherent hardware limitations of the robot itself.
Furthermore, even in a local setup, it still takes time to trans-
mit the required input signals, which can also contribute to
inaccuracies. The system in local setup has the lowest latency
with the QoS level 1, QoS 2 has very similar performance,
while QoS 0 has the highest latency, about 50 ms higher than
others. QoS levels 1 and 2 also exhibited consistent perfor-
mance with low variability, while the results obtained with
QoS level 0 demonstrated a wide range of latency, highlight-
ing a strong dependence on network performance.
Nevertheless, consistent network performance cannot be
guaranteed due to various factors, ranging from external
influences such as environmental interference and network
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congestion to internal factors like hardware limitations and
insufficient bandwidth. In the event that package loss hap-
pens, the latency increases as the system uses higher QoS
mechanisms. The disparity between QoS levels becomes
more pronounced as the packet drop rate increases. However,
while QoS levels 1 and 2 ensure the delivery of all user data
to the robot station, there is a risk that user control signals
fail to reach the robot station when operating at QoS level 0.
In the occasion where the system experiences loss package,
the robot’s accuracy drops significantly. The average error
ranges from 466 to 2641 mm, depending on the axis. This
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level of inaccuracy renders the robot incapable of executing
any task effectively.

When evaluated in a distributed environment, with the
robot station, user station, and broker located at distinct
geographical locations, a noticeable increase in latency was
observed. However, the relative performance of the differ-
ent QoS levels remained consistent with the local setup.
Specifically, QoS 0 exhibited the highest latency of 158 ms,
while QoS 1 demonstrated marginally better performance
compared to QoS 2, averaging about 99 ms and 146 ms,
respectively. This increase in latency is primarily due to
the limitations imposed by geographical distance. The fun-
damental constraint comes from the finite speed of light
within fiber optic cables, establishing a lower bound for data
transmission times. In industrial teleoperation, the observed
latency can be considered within an acceptable range. While
a definitive threshold for acceptable latency remains unestab-
lished and dependent on the application requirements, past
research suggests that for optimal performance in high preci-
sion applications, the required latency values should be below
300 ms [74-76].

Experimental results demonstrate that the current system
architecture can facilitate the simultaneous control of up to
50 robots while maintaining latency within the recommended
thresholds. To assess the scalability limits of the system, we
refer to the optimal layout planning for human-robot collab-
orative assembly systems proposed by Eswaran et al. [34].
Their optimal layout comprises 15 robots, suggesting that the
current system has the potential to accommodate up to three
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concurrent assembly lines. However, in real-world industrial
settings, robots often operate autonomously based on pre-
programmed routines, significantly reducing the demand for
real-time control. These findings suggest that the system has
the potential to be scaled effectively to meet the demands of
different automation lines, demonstrating its versatility and
adaptability for various industrial applications.

Despite the positive result, the integration of VR into
robotic applications presents challenges related to the accu-
racy of user input. While VR controllers offer intuitive
input mechanisms, their tracking, often reliant on lighthouse
systems, inherently possesses limitations in precision. More-
over, human physiological tremor further diminishes input
accuracy. To address this problem, data analysis can be initi-
ated immediately upon packet reception and data ingestion.
The primary function of this data analysis block is to scru-
tinize, categorize, and potentially adjust the incoming data,
particularly if it has been affected by network transmission.
A variety of methodologies can be employed in this stage,
including the extended Kalman filter for noise reduction

Table 4 Remote setup error value

Axis Max Mean

X 23.1827 mm 9.3405 mm
Y 27.3154 mm 11.2597 mm
Z 24.6945 mm 11.4107 mm

or predictive modeling incorporating robotic dynamics and
real-time network conditions to refine input data and robot
parameters. The integration of machine intelligence presents
a promising avenue for more adaptable and robust data anal-
ysis solutions. To enhance robustness and safety, the robot’s
control system should incorporate modifications such as lim-
iting motor speed and acceleration. These constraints serve
to mitigate sudden jerks that may arise from network throttle
or packet loss, thereby protecting the robot’s hardware. To
enhance the user experience and mitigate human error, target
points for the robot can be defined and rendered within the
virtual environment, providing users with a visual guide for
the desired trajectory.

To optimize network performance for teleoperation, mul-
tiple techniques can be employed. First, it is recommended to
set the QoS level to level 1 to ensure consistent data delivery
between clients and servers. Prioritizing teleoperation traf-
fic can further enhance performance by minimizing latency
and packet loss. Secondly, information aggregation methods
can be used to reduce the number of tiny packets sent [77].
By combining multiple small packets into larger messages,
communication overhead is minimized, and network fault
detection, correction, and overall efficiency are improved.
Finally, network redundancy can be achieved by creating
numerous communication channels between the client and
server. This strategy improves fault tolerance while reduc-
ing the impact of single-point failures on the teleoperation
system.
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6 Conclusion

This paper introduces a teleoperation system designed for an
industrial articulated robot. The system uses virtual reality
technologies, including visual feedback from a virtual robot
within an immersive environment and gesture-based control
via a VR controller. This approach provides a more intuitive
and natural control interface, with visual feedback improv-
ing responsiveness, precision, and reducing cognitive burden
while improving depth perception for the user.

This research focuses on combining IoT techniques like
the MQTT protocol and WebRTC to establish a consistent
and smooth connection between the robot station and the
user station. By using the Internet, this integration extends the
system’s reach, enabling users to control the robot remotely
on a global scale without necessitating network sharing. The
development enables the monitoring and troubleshooting of
automation systems across geographical boundaries. Exper-
iments that were conducted as part of this study confirm the
MQTT protocol’s applicability in real-time control appli-
cations. Evaluation of the system’s operation under ideal
and real-world conditions shows insignificant differences.
Although the system may fail when encountering conditions
such as packet loss and Internet throttling, using QoS level 1
is proven to be ideal, as it can prevent data loss while main-
taining low latency. Finally, the bandwidth test showed the
system’s scalability potential. The suggested system, with the
ability to communicate data for a maximum of 100 robots,
enables users to monitor the entire automation line.

The presented framework can be applied for teleopera-
tion application of industrial robotics manufacturing. The
remote-control feature extends the capabilities of the robotic
system into scenarios limited by human access, such as haz-
ardous environments. This expands the operational range and
potential applications of the system. The ability to operate
multiple systems at the same time makes the system poten-
tial for monitoring and diagnosing robots in manufacturing
line, further optimizing the production and asset manage-
ment. Compared to traditional frameworks, the proposed
solution has the potential to improve cost-efficiency, reduce
energy consumption, and reduce maintenance requirements
by reducing physical infrastructure and on-site activities of
technicians and operators [78]. However, this statement will
require further measurement and evaluation. Future studies
should focus on optimizing the use of energy across the sys-
tem. This involves reducing energy usage during immersive
VR rendering and improving power management for the bro-
ker device.

In the near future, improvements in 5G and edge com-
puting technologies will provide significant potential for
improving system performance. The low latency and high
bandwidth of 5G will allow for real-time, high-fidelity VR
experiences while also improving the teleoperation system’s

@ Springer

responsiveness. Edge computing will enable more localized
data processing and analysis, lowering latency and increasing
overall system efficiency. These technological improvements
will open the way for scalable, dependable, and high-
performance VR-IoT teleoperation solutions, extending their
utility to a wider variety of industrial applications such as
remote maintenance, disaster response, and hazardous envi-
ronment exploration.

However, ethical considerations must also be thoroughly
investigated in future research. Increased dependence on tele-
operation may have substantial societal effects, including
job displacement and skill degradation in the workforce as
the demand for on-site technician intervention declines. To
reduce these risks, hybrid models that combine virtual and
physical training programs have the potential to preserve
important operational skills and adaptability. Furthermore,
research should examine the social and psychological impli-
cations of long VR immersion for teleoperators to ensure
their well-being and job satisfaction.
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